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OVERVIEW

Ihjective: Benefit in terms of learning/Skill/Knowledge
obtained:

at is Cyber Security Awareness and Why isit ~ The participants were able to understand how to

mportant for startups & new ventures. protect their Start ups from cyber threats
cademic Year: Program driven by:
022-23 Self-driven Activity
onth: Program /Activity Name:
anuary ' Cyber Security Awareness for startups
Program Type: Other:
Level 1 - Expert Talk null
Program Theme: Other:
IPR & Technology Transfer '- NA
Date & Duration (Days): External Participants, If any:
01/05/2023-01/05/2023-0 0 .
Student Participants:

Faculty Participants:
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ATTACHMENTS

Video: “https://www.awesomescreenshot.com/video/1 3747868 7key=94398fa09cd5 1 f5d464aa3db.

Photographl:

Photograph2: /uploads/institutcs/monthlychort/Photograph2/6336-IC2020l 5381.png

Session plan, https:/ /api.mic.gov.in/uploads/instimtes/monthlyReport/repon/5421-IC202015381 .pdf
If any:

This report is electronically generated against report submitted on Institution’s Innovation Council Portal.
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Notice

27t December 2022

IIC-BVDUTHMCT, Pune & Entrepreneurship Development Cell is delighted to Start Ups
Lecture Series

The Lecture series for Startup is open for all students and faculty member of the institute.

Participants are requested to kindly join the lecture series with the link provided below.

E
\:)ATE\ EVENTS | TIMINGS | RESOURC

G MEET LINK
PERSON
Cyber Security Video call link:
05(’) g;’ 2 | Awareness for 111;‘1;;0 Prg':éeg:‘ar https://meet.google.com/igs-
startups bchy-deu
Project Based 4 bk
Learning Video call link:
0 01 T
50172 Awareness for pm to |} Prof .Amar https://meet.google.com/mdn
023 " 02 pm Chavan
Entrepreneurship ~srki
..ptt
Development "
Essay Writing . .
" \ :
06/01/2 | on "Start up 11amTo | Prof Amar |\ oc0 call link
023 | India/Digital 12 pm Chavan | NttPs://meet.google.com/xfg-
India” ybkv-utn
For any Assistance, please contact
Mr.Rupesh C.Londhe

8530079272

Mrs. Prajakta K Parasnis,

9890881909 Dr L.S Chirmulay

Principal & President

IIC-BVDUIHMCT, Punc ﬂ
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REPORT
Date: 05/01/2023
Time: 11 am To 12 pm
Faculty Responsible:-
Mr Amar Chavan-1PR- Co ordinator
Ms.Ashima Deshpande.

Student participation: 89
Faculty participation: 16

On 5t January 2023 on commemorate 75 years of India Independence as part of
‘Azadi Ka Amrut Mahotsav’ an Cyber Security Awareness for startups lecture was
organized by IIC-BVDUIHMCT, Pune Our Resource person Prof Amar Chavan spoke
about

What is Cyber Security Awareness and Why is it Important for startups & new
ventures. Why is Cybersecurity Important for a Startup?

Nowadays, eventually, daily Cyber-attacks take place on all types of businesses;
however, startups are more vulnerable. According to Accenture's Cost of

Cybercrime Study, 43% of cyber-attacks target Small and Medium Businesses, aka

Startups, yet only 14% are equipped to protect against them. Such attacks can be
controlled with the help of Inside protection

Different Types of Cyber Threats You May Face as a Startup Founder

1. Ransomware

Ransomware attacks are becoming common security risks to crucial data and
systems. Ransomware is a malicious malware that infects your network and
encrypts your data, systems, or devices. Hackers demand a ransom to decrypt your

data and obtain access to compromised Systems. This attack appears after Covid 19,
and startups with customer data are vulnerable,

2. Supply Chain Attacks 3

The supply chain poses a major threat to application security. Attackers obtain
access to your online application using your cloud or a Saa$ vendor. In today's work
culture of work-from-home and infrastructure cloud integrations, attackers target
and exploit soft targets or vulnerabilities that are left undiscoyered in the chain.



Je3 pue “IoMPU B yons
g1 Awwre AIqUIOZ V .dnoid yoene 10 10198 SnofdI[EWt afduis e JO
Sun ajeloqe(jod 1Eeh (uo 0s pue 15301A3p MEWS ‘10]) §92149p
dwod pam;upammlew J0 JjIoMmIU © sijowoq y noujod

“(yeyo/ (1w

ygnoayy yuil® guipraoad Se yons) gupseauidua [er05 gusn Aq s1asTl
wonedtdde qam 95 o Joyoene uy 'pazeouuaqme Apuaind S}
s 16 aq' oYM ul uoneoridde gaMm g U0 SINIAIDE a[qel1sapun op 03 Jasn-pua
ue saysnd 1 jojdxa ue st Sl :(qusX / JUSD) 128104 1sanbay NS $801)
-p3ep S, Jasn a1 Jo £ug ssaJJe pue i371a]dwod ued

1aA91BUM Op “19ST j08.el E ajeuostadwt 03 1ayoene ue Mmoj[e
na Gunduios 2}15-5S04) nounsip sASqIM JuaayIp dad
ayoene ue smoj[e

‘knjod [euidLo Suies 3y} apea? 03 1
e M suorjoeiaqul Jasnh astuoadwod 03 193oene
2as gam € st SSX :(ssX) SundLs 2)15-SS0.1)

‘s1asn

paZLIoYINE 0} s3115am I0 suonedijdde qam 198181 213 ajqe[reaeun Japual
1M JoAlss 10 ‘“yaom3aU «uonedtdde 3yp

10 UMOP MO[s 01 JGJEN pazuioyIneun y

Supooy seA[oAUl aaene-;aqu jo wL1o0j SIYL :301A198-Jo-[eruad pamnqosid °
-gonjeuLioyul BIEP

aseqelep Y3 03 s3I 103 Appomb ued

‘yonEINUIYIME ‘uonjedyLIBA pio
‘u132UQ syndul

wolg a1quioz/109 & S 0} paliayad st 23149p padjul 4
10} ULID) JAUIOUE
puewIwed A Jopu

pajJompU Ut $1910

Jasn At saNANIE

: uayjo sanyjiqesu
ﬁ 0y paudisap st y21uM
\ 31 “uopeotdde ajqudadsns

? uE SMoOJ[e 1Y} Lgerauma £ym

juejloduli pue uonedrdde qam 3y 30

Koy, 's1eyi0 duoure ‘yoneZLIoYNE pue

se yons swisiueyl3w £jumoas punote
snoewt funesul

axypey suopdfui10s °

pajdajoldun 10 3p0I
ul sani[iqeRuMmA uonaafuf 108 jiojdxa pue Aynuspt ST
-s1ay0eY / S12}JENE fred-panpd

U B s103juoul 1] oMU

UE S3NIAIDE S,1asn [euLlo
ue asioy uefoa], eI st aremAds :axemAds  °

-sureid01d/soapia JUI[MPNEY 10 ‘SpEOjUMOp
suefoi], *IaUROUER 3MIAXI mq AyanJe
[eul aJe Sue foL], :SNIA 3SI10H uefol L
:Se yons S}YIeNe paseq-pnopd ul asealul

[e 2Je sassaulsng isyuamfoldap pnojo ut s aAIssew 3y} YIM
sypeny paseg-pnop) ‘e

0] UONEULIOJUI SI) SPU3S P
1o 1amdwiod oA uo S[feIsul P

‘s uaUIYIeIE S PAYISSE]) aq wgnu
auo op 0} puajaxd eyl suresgoad snoml

ue SuLI9IUNodUd 05

€y011¥ ANNd ‘[AVMVANVHA ~ [ViaLvi

4L ONDALVD ® LNFWADVNVIN T4LOH 40 FLNLILSNI
q) HLF3dVAQIA LLVEVVHE

ADOTONHD
VIGNI ‘ANNd (ALISYFAIND 44g Ol qandd

con oy A .
WO

O LVAONRNI
<, pOILNLILSHNI




% -1
) INSTITUTION'S
A e INNOVATION
\ o COUNCIL
NS NRELRY (Minvintry of 11RO § e
WD WNVERS

BHAARATIVIDY APEETH (DEEMED TO BE UNIVERSITY) PUNE, INDIA

INSTITUTE OF HOTEL MANAGEMENT & CATERING TECHNOLOGY
KATRAJ -DHANKAWADI, PUNE 411043

afew thousand to over a million hacked devices, the number of bots in a

botnet will vary amongst zombie networks.
4. APl Threats

In the dynamic commerce era, with the rapid rise of single-page, Jamstack apps, and
modular application design, APls have become critical to application

connectivity /performance. Because APls have easier access to data, they are a
primary target for attackers. Numerous vulnerabilities exist that the attackers use to
steal the data, ranging from shoddy coding to unprotected APls. The most prevalent
attack method leading to data breaches for business online applications, according
to Gartner, will be API misuse by 2023.

5. Phishing Attacks

Phishing attacks mislead unwary users into visiting malicious websites, clicking
malicious links, or downloading files that compromise their computers. When a user

falls for the trap, the hacker has access to the targeted data and can also build
backdoors to steal things or engage in other ille
noticed.

gal acts in the future without being

Dr L.S.Chirmulay

Principal & President
IIC-BVDU
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Attendance:

e avinash bhosale
avinashbhosale2761@gmail.com
e Drishti Mali
*  malidrishti0@gm ail.com
e Nikhil Patil
= nikhilpatil3121@gmail.com

* Bhargav Gosavi
s bhargavblg@gmail.com

¢ Sugandha Kalbhor
» sugandhakalbhor3011@gmail.com

¢ Yash Shinde
}? »  yashuu1832@gmail.com

-
- e Prathmesh Tamboli

»  prathmeshtamboli916@gamil.com

¢ Pruthviraj Bhagat

s pruthvirajbhagat3S@gmail.com
¢ Sneha Sawant

*  (7snehasawant@gmail.com -

e Om PATIL

omyapatill 2@gmail.com J,ﬂ

Vidyapeeth
emed to be University)
IHMCT Pune-410 043
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Anisne Joshl

prathmeshtambo\i916@ gm ail.com

o Akshat Jain

akshad.jain 2004@gmail.com

e Rohan Hagawane

« rohanhagawanel p10@gmail com

o Pruthviraj Mandlik
. pruthvirajmandlikM?‘)?@gmail.com

o Sejal Deshpande

» sejaldeshpandei@gm ai.com

¢ Digambar channe

» digambarchanne88@gm ail.com

e Sanket

»  sanvnalawade@gmail.com™

e Priya
¢ bawlekarpriya0@gmail.com %
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« ronithazra74@gm ail.com

»  mullafahim14@gm ail.com

</

1 1
) < NAA | i
e Moushami Mandal

+ moushamimandal2004@ gmail.com

e Suman

«  sumanbahel011@gmail.com
e Shreyas
* shreyaspatki2i@gmail.com
e VarunVarun Badgu

= badguvarun7@gmail.com

¢ Bhargav Gosavi ‘
* bhargavbkg@gmail.com
Q e Aditya gawade
* adityagawade1313@gmail.com

¢ Mahesh Sharma

maheshsharma.1221 @gmail.com

* Yash lagtap
. jagtapyash189@gmail.c0m-'

¢ Shreyash Thorat

thoratshreyashMO@gmail.com
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| Sharma

il.com
swatishar™ a0624@gm ail.co

rasaneparth04@ gm ail.com
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» abhaymarn e984@8m ail.com

Sahil Shinde
sahilshinde4156@gm ail.com

Sakshi Nale
« sakshinale654@gmail.com

Yash Yerate
» yerateyash@gmail.com

Omkar Chandgude
= omkarchandgude1406@gmail.com

pranav shinde
* pranavshinde768@gmail.com

rejal )

tejalprashantjoshi@gmail. com

Priyanka Nazarkar

priyankan azarkar@gmail.com
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yatiraj Chorage

. atjrajchorage070@gm ail.com

y

e Sachin Kalshetti
kalshettisachin83@gm ail.com

o Amrut kantekure

amrutkantekure @gm ail.com

e Sidharth Khyade
» siddhartkhyade@gmail.com

¢ Shubham Chandrakar

* chandrakarshubham 52@gmait.com
* Raj Kadam

*  kadamraj501@gmail.com

* Sandesh Jadhay

. sandeshjadhav870@gmaﬂ.com
Chetan Kadam .
kadamchetan%OB@gmall.com"’
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Sagal pPharade

. sagarpharade?.()@gmail.com ‘
o Swashray Arote

. swash.arote@gmail.com
e Yash Nalawade

» na\awadeyash?ﬁ@gmaﬂ.com
e Eshan Patil

- eshanpatillOOS@gmail.com

Harsh Jadhav

@
jadhavh arsh1404@gm ail.com

e Rohit Gujar
. rohitp10903@gmail.com

Tejas Gaikwad
tejasgaikwad 5320@gmail.com

[ ]

« Pranita Bhosale
. pranitabhosale2004@gmail.com

« Nilima Khadapkar
= nilimakhadapkar@gmail.com

¢ Manali Dhamale )
+  manalidhamale67@gmail.com

¢ Saurav Singh
» sauravsinghaniaz9@gmail.com

\
PRINCIPAL
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aditya Patil
. adityap0210@gmail.com
£ aj Gupta
39%7873956@gma1l .com

e Ashutosh Walzade
. ashbzzws@gmall.com

¢ Yogesh jamdade
. V°l°‘h-]lmdade-hmctpune@b‘lp-edu~‘" ~d
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kaustu bhlokhande4141 @gmail.com
. Her: amb Kulkarni
. herambk0210@gmaﬂ.com
o Nitin F > atil
. np808666@gn1 ail.com
. Prashant Arya
] prashant.arya@bharatividyapeem.edu
virudula Jadhav
= mrudula.jadhav@bharatividyapeeth.edu
« Harshad Pawar
. pawarharshadOBS@gmaﬂ.com
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