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Following are key functions of an
Operating System:
Device Management f
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What is Computer Operating
System?

An operating system is the primary
software that manages all the hardware
and other software on a computer.
The operating system, also known as
an “0S8*, interfaces with the computer’s
hardware and provides services that
applications can use

An operating system is the core
-é set of software on o device
that keeps everything together.
Operating systems communicate
with the device’s hardware.

Familiar desktop operating systems include Microsoft
Windows, Apple macOS, Google's Chrome OS,
and Linux. The dominant smartphone operating
systems are Apple's iOS and Google's Android.
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TYPES OF OPERATING SYSTEMS

&

[ Operating System Types:- 7

‘ Single User system  Multi-programming ’

| Multi-tasking Distributed (;prvullng System ’ I < D .

} Real-time OS Batch Processing ‘ * |<

L Explore Now! J -
FOLLOWING ARE TYPES OF T

OPERATING SYSTEMS:

-->Time Sharing Operating System
-->Batch Processing Operating System
-->Multiprogramming in Operating System

-->Real Time Operating System (RTOS)
)
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REAL TIME OPERATING SYSTEM

i Real-Time
Computer
System

Controlled
Object

What is RTOS?

A real-time operating system (RTOS) is an operating
system (OS) for real-time computing applications that
processes data and events that have critically
defined time constraints. An RTOS is distinct from
a tlme—sharlng operating system, such as Unix,
which manages the sharing of system resources with
a scheduler, data buffers, or fixed task prioritization
in a multitasking or multiprogramming environment.
Processing time requirements need to be fully understood
and bound rather than just kept as a minimum.
All processing must occur within the defined constraints

.
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Name of unit exchanged

m  Application protocol

| ArpU

R ereisan ~ Presentation protocol ! PPDOU

Session protocol Sbru

Transport protocol TPDU

Transport
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TYPES OF FIREWALLS

There are mainly three types of firewalls, such as software firewalls,
hardware firewalls, or both, depending on their structure. Each type of
firewall has different functionality but the same purpose. However, it
is best practice to have both to achieve maximum possible protection.
A hardware firewall is a physical device that attaches between a
computer network and a gateway. For example- a broadband router. A
hardware firewall is sometimes referred to as an Appliance Firewall.
On the other hand, a software firewall is a simple program installed on
a computer that works through port numbers and other installed
software. This type of firewall is also called a Host Firewall.

Besides, there are many other types of firewalls depending on their
features and the level of security they provide. The following are types
of firewall techniques that can be implemented as software or

hardware: ;
Types of Firewall

Packet-filtering Firewalls

Circuit-level Gateways

Application-level Gateways
(Proxy Firewalls)

Stateful Multi-layer Inspection
SMLI) Firewalls

Next-generation Firewalls (NGFW) ’

Threat-focused NGFW

Network Address Translation ﬁ’
NAT) Firewalls

Cloud Firewalls

Unified Threat Management |
(UTM) Firewalls g J
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DIFFERENCE BETWEEN IPV4 AND IPV6

IPV4 HEADER

SR EEEEREEEREEEEEEEREEEDN
A packet with additional
information which
transmits from source to
destination and uses
Internet Protocol version

Complex
R B R B B B B BB B E MBS ERERSERBR}N}
Fields such as header
length, identification,
flags, etc. are available
A R R R RN ENEEREERENRSERNRZSESEHRH},]
Contains a field for
options

Source address is 32 bits

Destination address is
32 bits
ImE AR EEEEESERESEDS
Has a field called TTL to
indicate the number of
hops

IPV6 HEADER
B R R R R R RN R EERERRRN)
A packet with additional
information which
transmits from source to
destination and uses
Internet Protocol version 6
SRS EEREEREREREEREREN)
Simple
EEEEEEEREEEEEEEEEEREEN)
Fields such as header
length, identification, and,
flags are not available
LB R B R B R R EEERNRRENSESRRSHN)
Contains a field called next
header for extensions

Source address is 128 bits
EEEEEEEEEEEEEEEEEEDS

Destination address is
128 bits

Has a ficld called hop
limit to indicate the
number of hops
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DIFFERENT FILE FORMATS

Flle Name

JPEG/JPG (Joint Photographers’ Expert
Group)

Description

Most popular lossy image format. Allows
users to specify what level of compression
they desire

PNG (Portable Network Graphics)

BMP (BitMaP)

Best of lossless image formats. Widely
supported across web. Allows you to include
an alpha channel within file.

Would avold if possible. They offer little to no
compression which results in unnecessarily
large files.

TIFFITIF (Tagged Image File Format)

Offers both compressed and uncompressed
versions. Compressed are similar to PNG
and uncompressed is similar to BMP.

PDF (Portable Document Format)

Most widely used document format. Great
vector Iimage format. Created by Adobe.

EPS (Encapsulated PostScript)

Most common vector image format. Standard
format for print industry.

GIF (Graphics Interchange Format)

Lossless format that supports both animated
and static images. Great for webpage banner
ads
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Dedaaied ALY Bus
Execution Unit (EU) and Instruction Unit (IU)

Features of 80386
e Asitis a 32-bit microprocessor. Thus has a 32-bit ALU.

80386 has a data bus of 32-bit.
It holds an address bus of 32 bit.
It supports physical memory addressability of 4 GB and virtual
memory addressability of 64 TB.
80386 supports a variety of operating clock frequencies, which
are 16 MHz, 20 MHz, 25 MHz, and 33 MHz.
It offers 3 stage pipeline: fetch, decode and execute. As it
Supports simultaneous fetching, decoding, and execution inside
the system.
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DIFFERENCE BETWEEN MICROPROCESSOR AND
MICROCONTROLLER

ROPROCESSOR MICROCONTROLLER
SEEEEEEREEESN LE R B R EBERRRERSESRES:RSH:RS:E};]
A component that performs A compact integrated circuit
the instructions and task designed for a specific
involved in computer operation in an embedded
processing system

Used for applications that Used for an application that
require intensive processing performs a particular task
AR R R R R R RERRENRERSRERSEDSN) LA R R R R BN B EERSRNERSRHNS}]
Memory, 10 ports, timers, CPU and all other elements
etc. are connected to the CPU are integrated into a single
externally chip or a board
LR B B R BB A BB R R R ENERESRRE}R) SEEEEEEEEREREREEREREEN)
Microprocessor based Performs a single task
applications perform Therefore, it does not require
multiple tasks. Therefore, it more memory and 10 ports
requires more memory
LA A R R B BB B ERNRRNRESRSRBSESRR}R) LA R R R R ENENRLENENRSEHNSH}.]
Has a high clock speed Has a lower clock speed
L
: torf . 16bit o
LR B B R B R R R ERERRERSEZSRZSE}NR}} LR B B B BN B NN NN}

Uses USB, UART, and high Uses 12C, UART and SPI for
speed Ethernet as the the peripheral interfaces
peripheral interfaces

IiEEEESEEEREEEEEERERRERES EEEEEREEEEEESEEEEEEEDN
Consumes more power Consumes less power
-n EeEEEEn LA B B B
Cost more Cost less
LA R BB B B BN EERENRRESRERSESHER) EEEEEEEREEEDS

Smaller
LB AR BN J EEEEEES -n AR R R R RN R R RNRRN N

Used by personal Used by microwave ovens
computers and laptops and washing machines
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GENERAL DETAILED ARCHITECTURE OF 8086 PROCESSOR

Memory
interface

Instruction :
Stream
Byte

Control
syslem

Arthmetic
logic unit
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FLAG REGISTERS OF 8086

The flag register is a 16-bit register in the Intel 8086 microprocessor that
contains information about the state of the processor after executing an
instruction. It is sometimes referred to as the status register because it
contains various status flags that reflect the outcome of the last operation
executed by the processor.

The flag register is an important component of the 8086 microprocessor
because it is used to determine the behavior of many conditional jump and
branch instructions. The various flags in the flag register are set or cleared
based on the result of arithmetic, logic, and other instructions executed by the
processor.

The flag register is divided into various bit fields, with each bit representing a
specific flag. Some of the important flags in the flag register include the carry
flag (CF), the zero flag (ZF), the sign flag (SF), the overflow flag (OF), the parity
flag (PF), and the auxiliary carry flag (AF). These flags are used by the processor
to determine the outcome of conditional jump instructions and other
branching instructions.

Bit15 14 13 12 11 10 8 8 7 8 5 4 3 2 1 -,)!
[ulTulululor]or] IFITFIsFlzF] v [aF] u [PF] U [CF]

carry out of MSB

Parity flag - set if

resull has even parity

Auxiliary carry flag for BCD

Zero flag - set if result =0

Sign flag = MSB of result

Trap flag for single step

Interrupt enable flag

Direction flag for string instruction

Overflow flag
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Asymmteric Encryption
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Advanced Encryption Standard (AES).

Encryption
PlainText
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Advanced Encryption Standard (AES)

Plain Text

* |tis aspecification for the encryption of electronic data
e s by the U.S National Institute of Standards and
Technology (NIST) in 2001.

* AES relies on substitution-permutation network principle which
means it is performed using a series of linked operations which
involves replacing and shuffling of the input data.

* AES performs operations on by
the block size is 128 bits, the cipher processes 128 bits (or 16
bytes)

es of data rather than in bit

of the input data at a time.
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SsYMMTERIC eNCRYPTION
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Symmetric encryption is a type of encryption that uses the same key to encrypt
and decrypt data. This means that both the sender and the receiver of a
message must have the same key to communicate securely.

Working
Symmetric encryption is a type of encryption that uses a single secret key to
beth encrypt and decrypt data. Here's how it works
= Key Generation: The sender generates a secret key, a string of random
bits or characters, and shares it with the receiver through a secure
channel.
= Encryption: The sender uses the secret key to encrypt the message, which
transforms into ciphertext. The encryption algorithm depends on the
specific symmetric encryption scheme, such as AES or DES.
= Transmission: The sender sends the encrypted message to the receiver
through a communication channel.
e Decryption: The receiver uses the same secret key to decrypt the
message to its onginal format.
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A cryptographic technique to verify the authenticity,
integrity, and non-repudiation of digital documents.
Ensures document integrity and security: Protects
against unauthorised modifications or tampering.

Authenticates the sender: Verifies the identity of the
sender, ensuring the document's origin.

Streamlines business processes: Eliminates physical
paperwork and manual signing processes.

Legal validity and compliance: Digital signatures are
legally binding and carry the same weight as
handwritten signatures.

Applications and benefits: Used in finance, healthcare,
legal, and government sectors for increased security,
reduced administrative burdens, and improved
customer trust.




