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VISION OF THE INSTITUTE

“To be World Class Institute for Social Transformation through Dynamic Education”

MISSION OF THE INSTITUTE

e To provide quality technical education with advanced equipments,
qualified faculty members, infrastructure to meet needs of profession and
society.

e To provide an environment conductive to innovation, creativity,
research and entrepreneurial leadership.

e To practice and promote professional ethics, transparency and accountability
for social community, economic and environmental conditions.

VISION OF THE DEPARTMENT

“To pursue and excel in the endeavour for creating globally recognized computer engineers through
quality education”.

MISSION OF THE DEPARTMENT

» To impart engineering knowledge and skills confirming to a dynamic curriculum.

» To develop professional, entrepreneurial & research competencies encompassing continuous intellectual growth.
» To produce qualified graduates exhibiting societal and ethical responsibilities in working environment.

PROGRAM EDUCATIONAL OBJECTIVES

Graduates upon completion of B. Tech Computer Engineering Programme will able to:

1. Demonstrate technical and professional competencies by applying engineering fundamentals, computing
principles and technologies.

2. Learn, Practice, and grow as skilled professionals/ entrepreneur/researchers adapting to the evolving computing
landscape.

3. Demonstrate professional attitude, ethics, understanding of social context and interpersonal skills leading to a

successful career.



PROGRAM OUTCOMES

1.To apply knowledge of computing and mathematics appropriate to the domain.

2.To logically define, analyse and solve real world problems.

3.To apply design principles in developing hardware/software systems of varying complexity that meet the
specified needs.

4.To interpret and analyse data for providing solutions to complex engineering problems.

5.To use and practise engineering and IT tools for professional growth.

6.To understand and respond to legal and ethical issues involving the use of technology for societal benefits.

7.To develop societal relevant projects using available resources.

8.To exhibit professional and ethical responsibilities.

9.To work effectively as an individual and a team member within the professional environment.

10. To prepare and present technical documents using effective communication skills.

11. To demonstrate effective leadership skills throughout the project management life cycle.

12. To understand the significance of lifelong learning for professional development.

GENRAL INSTUCTIONS:

>

>
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Equipment in the lab is meant for the use of students. Students need to maintain a proper
decorum in the computer lab. Students must use the equipment with care.

Students are required to carry their reference materials, files and records with completed assignment
while entering the lab.

Students are supposed to occupy the systems allotted to them and are not supposed to talk or make
noise in the lab.

All the students should perform the given assignment individually.

Lab can be used in free time/lunch hours by the students who need to use the systems should
take prior permission from the lab in-charge.

All the Students are instructed to carry their identity cards when entering the lab.

Lab files need to be submitted on or before date of submission.

Students are not supposed to use pen drives, compact drives or any other storage devices in the lab.
For Laboratory related updates and assignments students should refer to the notice board in the Lab.



COURSE NAME: COMPUTER NETWORK (course 2014)

WEEKLY PLAN:
Week No. Practical/Assignment Name Problem Definition
Introduction to Computer
1 Network and IP To understand the basics of Networking and
addressing.
Ehstabliﬁhing LAN net\ll(vork To establish the network through CISCO’s
2 through CISCO’s Packet Tracer packet tracer and observe the simulation
based outcome.
Establishing different networks
3 and understanding Static routing | To understand the different between same
protocols through CISCO’s and different network.
Packet Tracer
Understanding router’s
configuration and establishing
4 different networks To learn to configure networking devices.
Establishing a network through
NetSIM To learn to establish different network
5 through NetSIM where different
configuration is considered.
Implementation of TCP-UDP To understand the different between TCP
6 through NetSIM and UDP protocol through network
simulators.
7 Establishing a different Networks | To understand the different network concept
through NetSIM through NetSIM
To simulate an Ethernet LAN
using NetSIM through n nodes
8 and set multiple traffic nodes and | To learn the collision detection methods
determine collision across
different nodes
9 Learning File Transfer protocol To learn file transfer protocols and other
and other protocols. protocols
. To understand the concept of Shortest Path
10 ;ngfirfﬁfﬁ]n?ﬁ?&fhﬁ ﬁlr:a(t)glel\s/lt Path Selection algorithm in networking through
g g Network Simulator




EXAMINATION SCHEME

Practical Exam: 25 Marks

Term Work: 25 Marks

Total: 50 Marks

Minimum Marks required: 20 Marks

PROCEDURE OF EVALUATION

Each practical/assignment shall be assessed continuously on the scale of 25 marks. The distribution of marks as
follows.

SI. Evaluation Criteria Marks for each

No Criteria Rubrics

» Punctuality reflects the work
ethics. Students should reflect that
work ethics by completing the lab
assignments and reports in a
timely manner without being
reminded or warned.

» Students are expected to write the
technical document (lab report) in
their own words. The presentation
of the contents in the lab report
should be complete,
unambiguous, Clear, and
understandable. The report should
document
approach/algorithm/design  and
code with proper explanation.

» Correctness and Robustness of the

code is expected. The Learners
should have an in-depth
knowledge of the practical
assignment  performed.  The
3 Understanding 12 learner should be able to explain
methodology used for designing
and developing the
program/solution. He/she should
clearly understand the purpose of
the assignment and its outcome.

1 Timely Submission 07

2 Presentation 06




LABORATORY USAGE

Students use Networking Llab which houses the computers with following configuration: Hardware
configuration: Intel Core i5 Processor CPU, Installed Memory: 4GB, HDD: 500GB. Software Configuration:
OS-Windows 8.1, Tools: Turbo C,TASM, CISCO Packet Tracer, NetSIM, Netemul, JDK, Rational Rose,
Netbeans for executing the lab experiments, document the results and to prepare the technical documents for
making the lab reports.

OBJECTIVE

The objective of this lab is to provide the knowledge about networking through simulation.

PRACTICAL PRE-REQUISITE

» Students should have basic knowledge of Computers and Internet.
» C/C++/Java programming, algorithms & probability.

SOFTWARE REQUIREMENTS

> NetSIM, Netemul, CISCOS Packet Tracer

COURSE OUTCOMES

Recite the basics of Computer network.

Relate detailed structure of data link layer with other layers.
Enumerate the concept of Medium Access Control layer.
Recite the details of Network layer.

Discuss the details of Transport layer.

Infer the functionality of Application layer.
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HOW OUTCOMES ARE ASSESSED?

Outcome Asl\sl:ngnlrJne ernt Level Proficiency evaluated by
Recite the basics of 123 333 Output gen.erated through
Computer network. w ” Network Simulators
Relate detailed structure of
data link layer with other 2,4,5,6 3,3,2,2 Outputgen_erated through
Network Simulators
layers.
Enumerate the concept of o 303 Output generated through
Medium Access Control " e Network Simulators
layer.
Recite the details of 1234567 3333333 Output generated through
Network layer. B B Network Simulators
Discuss the details of 3458 2233 Output generated through
Transport layer. Network Simulators
Infer the functionality of 8.9.10 233 Output generated through
Application layer. Network Simulators

DESIGN EXPERIENCE GAINED

The students will able to establish and analyze network.

LEARNING EXPERIENCE GAINED

The students will understand networking in a very easy way through network simulators. Even though, if
students are provided with some networking material, they can establish any network by themselves.



LIST OF PRACTICAL ASSIGNMENTS:

1.

Introduction to Computer Network and IP

2.

Understanding Networking devices

Establishing LAN network through CISCO’s Packet Tracer

Establishing different networks and understanding Static routing protocols through
CISCO’s Packet Tracer

Understanding router’s configuration and establishing different networks

Establishing a network through NetSIM

Implementation of TCP-UDP through NetSIM

Establishing a different Networks through NetSIM

Learning File Transfer protocol and other protocols.

10.

Understanding the Shortest Path algorithm through NetSIM




EXPERIMENT 01
Aim: Introduction to Computer Network and IP

Objective(s):
e To understand theoretical knowledge of IPv4 addressing and sub-netting.
e To understand IP address setting and testing in Linux machine (Ubuntu)
Apparatus: Linux OS (Ubuntu) on virtual machine
Background:
If definitions are helpful to you, use these vocabulary terms to get you started:
e |Pv4 address: a 32-bit number, usually written in dotted decimal form, that uniquely identifies an
interface of some computer
Host Address: another term for IP address
Network: a group of hosts, all of which have an identical beginning position of their ip addresses.
Network Number: a 32-bit number that represent a network and it can't be assigned as ip address of a host
Network address: another term for the network number.
Broadcast address: a 32-bit number that is used to address all hosts in the network. It can't be
assigned as an ip address of a host.
e Subnet: a group of hosts, all of which have an identical portion of their ip addresses, a subnet
differs from a network in that a subnet is a further subdivision of a network.
e Subnet number: a 32-bit number that represent a subnet. It can't be assigned as ip address of host.
e Subnet address: another term for the subnet number.
e Subnet broadcast address: a 32-bit number that is used to address all hosts in the subnet. It can't be
assigned into a host’s IP address.
e Sub-netting: the process of subdividing networks into smaller subnets.
e Subnet mask: A 32-bit combination used to describe which portion of an address refers to the subnet
and which part refers to the host.
e Network mask: 32-bit number. The mask is used by computers to calculate the network number of
a given IP address by performing a Boolean AND operation of the address and mask.
e Address mask: another term for a mask
e Interface: A network connection.

Understanding IPv4 Addresses and classes

An IP address is an address used to uniquely identify a device on an IP network. The address is made up of 32 binary
bits which can be divisible into a network portion and host portion with the help of a subnet mask. The 32 binary
bits are broken into four octets (1 octet = 8 bits). Each octet is converted to decimal and separated by a period (dot).
For this reason, an IP address is said to be expressed in dotted decimal format (for example, 172.16.81.100). The
value in each octet ranges from 0 to 255 decimal, or 00000000 - 11111111 binary.

Here is how binary octets convert to decimal: The right most bit, or least significant bit, of an octet holds a value of

20 The bit just to the left of that holds a value of 21, This continues until the left-most bit, or most significant bit,

which holds a value of 27. So if all binary bits are a one, the decimal equivalent would be 255 as shown here:
1 1111111

128 64 32 16 8 4 2 1 (128+64+32+16+8+4+2+1=255)

Here is a sample octet conversion when not all of the bits are set to 1.

01000001

064000001 (0+64+0+0+0+0+0+1=65)

And this sample shows an IP address represented in both binary and decimal.

10. 1. 23. 19 (decimal)

00001010.00000001.00010111.00010011 (binary)

These octets are broken down to provide an addressing scheme that can accommodate large and small networks.
There are five different classes of networks, A to E. This document focuses on addressing classes A to C, since
classes D and E are reserved and discussion of them is beyond the scope of this document.

Note: Also note that the terms "Class A, Class B" and so on are used in this document to help facilitate the
understanding of IP addressing and subnetting. These terms are rarely used in the industry anymore because of the
introduction of Variable Length Subnet Masking (VLSM) & Classless Inter-Domain Routing (CIDR).

IP address classes



Given an IP address, its class can be determined from the three high-order bits. Figure 1 shows the significance in
the three high order bits and the range of addresses that fall into each class. For informational purposes, Class D and
Class E addresses are also shown.

In a Class A address, the first octet is the network portion, so the Class A example in Figure 1 has a major network
address of 10. Octets 2, 3, and 4 (the next 24 bits) are for the network manager to divide into subnets and hosts as
he/she sees fit. Class A addresses are used for networks that have more than 65,536 hosts (actually, up to 16777214
hosts!).

In a Class B address, the first two octets are the network portion, so the Class B example in Figure 1 has a major
network address of 172.16. Octets 3 and 4 (16 bits) are for local subnets and hosts. Class B addresses is used for
networks that have between 256 and 65534 hosts.

In a Class C address, the first three octets are the network portion. The Class C example in Figure 1 has a major
network address of 193.18.9. Octet 4 (8 bits) is for local subnets and hosts - perfect for networks with less than 254
hosts.

20bits (Nodelt) | 1000.127.285285288

cass8  [1 0 | tobis (Noge 1) o | 128000 191255255285
[
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Class C 110 1 bits | 8Bits (Node ID) 1 192.0.0.0 - 223.255.255.255

Net 10

A
CasD [ 1 10 Muticast Group 10 (28 bits) | 24000-239.255255.255

Multicast

A e
Class E [prrre Reserved for future use (27 bits) } 240.0.0.0 - 254.255.255.255
Figurewln?mc?llass of IPv4 Network

Network Masks
A network mask helps you know which portion of the address identifies the network and which portion of the address
identifies the node. Class A, B, and C networks have default masks, also known as natural masks, as shown here:
Class A: 255.0.0.0
Class B: 255.255.0.0
Class C: 255.255.255.0
An IP address on a Class A network that has not been subnetted would have an address/mask pair similar to:
8.20.15.1 255.0.0.0. To see how the mask helps you identify the network and node parts of the address, convert the
address and mask to binary numbers.

8.20.15.1 =00001000.00010100.00001111.00000001

255.0.0.0 =11111111.00000000.00000000.00000000

Once you have the address and the mask represented in binary, then identifying the network and host ID is easier.
Any address bits which have corresponding mask bits set to 1 represent the network ID. Any address bits that have
corresponding mask bits set to 0 represent the node ID.

8.20.15.1 =00001000.00010100.00001111.00000001

255.0.0.0 =11111111.00000000.00000000.00000000

net id | host
id netid = 00001000 = 8

hostid = 00010100.00001111.00000001 = 20.15.1

Understanding Subnetting

Subnetting allows you to create multiple logical networks that exist within a single Class A, B, or C network. If you
do not subnet, you are only able to use one network from your Class A, B, or C network, which isunrealistic.
When sub-netting, a third part of IP address appears in the middle of the address—namely, the subnet part of the
address. The size of the network part never shrinks.



Network (8) Subnet (24-x) Host (x) Class A
Network (16) Subnet (16-x) Host (x) Class B
Network (24) Subnet (8-X) Host (x) Class C

Each data link on a network must have a unique network ID, with every node on that link being a member of the
same network. If you break a major network (Class A, B, or C) into smaller subnetworks, it allows you to create a
network of interconnecting subnetworks. Each data link on this network would then have a unique
network/subnetwork ID. Any device, or gateway, connecting n networks/subnetworks has n distinct IP addresses,
one for each network / subnetwork that it interconnects.

In order to subnet a network, extend the natural mask using some of the bits from the host ID portion of the address
to create a subnetwork ID. For example, given a Class C network of 204.17.5.0 which has a natural mask of
255.255.255.0, you can create subnets in this manner:

204.17.5.0 - 11001100.00010001.00000101.00000000

255.255.255.224 - 11111111.11111111.11111111.11200000

By extending the mask to be 255.255.255.224, you have taken three bits (indicated by "sub™) from the original host
portion of the address and used them to make subnets. With these three bits, it is possible to create eight subnets.
With the remaining five host ID bits, each subnet can have up to 32 host addresses, 30 of which can actually be
assigned to a device since host ids of all zeros or all ones are not allowed (it is very important to remember this).
So, with this in mind, these subnets have been created.
255.255.255.224 host address range 1 to 30 204.17.5.32

255.255.255.224  host address range 33 to 62

204.17.5.64 255.255.255.224 host address range 65 to

94 204.17.5.96 255.255.255.224 host address range 97

to 126 204.17.5.128 255.255.255.224 host address

range 129 to 158 204.17.5.160 255.255.255.224 host

address range 161 to 190 204.17.5.192

255.255.255.224 host address range 193 to 222

204.17.5.224 255.255.255.224 host address range 225

to 254

Note: There are two ways to denote these masks. First, since you are using three bits more than the "natural” Class
C mask, you can denote these addresses as having a 3-bit subnet mask. Or, secondly, the mask of 255.255.255.224
can also be denoted as /27 as there are 27 bits that are set in the mask. This second method is used with CIDR. Using
this method, one of these networks can be described with the notation prefix/length. For example, 204.17 5.32/27
denotes the network 204.17.5.32 255.255.255.224. The network sub-netting scheme in this section allows for eight
subnets, and the network might appear as:

Figure 2

204.17.5.32/27 204.17.5.128/27

.33

204.17.5.64/27 204.17.5.160127

A
204.17.5.0/27

204.17.5.96/27 204.17.5.192/27

Notice that each of the routers in Figure 2 is attached to four subnetworks, one subnetwork is common to both
routers. Also, each router has an IP address for each subnetwork to which it is attached. Each subnetwork could
potentially support up to 30 host addresses.

This brings up an interesting point. The more host bits you use for a subnet mask, the more subnets you have
available. However, the more subnets available, the less host addresses available per subnet. For example, a Class C
network of 204.17.5.0 and a mask of 255.255.255.224 (/27) allows you to have eight subnets, each with 32 host
addresses (30 of which could be assigned to devices). If you use a mask of 255.255.255.240 (/28), the break down
is:



204.17.5.0 - 11001100.00010001.00000101.00000000
255.255.255.240 - 11111111.11111111.111121111.11110000

Since you now have four bits to make subnets with, you only have four bits left for host addresses. So in this case
you can have up to 16 subnets, each of which can have up to 16 host addresses (14 of which can be assigned to
devices).

Take a look at how a Class B network might be subnetted. If you have network 172.16.0.0, then you know that its
natural mask is 255.255.0.0 or 172.16.0.0/16. Extending the mask to anything beyond 255.255.0.0 means you are
subnetting. You can quickly see that you have the ability to create a lot more subnets than with the Class C network.
If you use a mask of 255.255.248.0 (/21), how many subnets and hosts per subnet does this allow for?

172.16.0.0 - 10101100.00010000.00000000.00000000

255.255.248.0 - 11111111.11111111.11111000.00000000

You are using five bits from the original host bits for subnets. This allows you to have 32 subnets (29). After using
the five bits for subnetting, you are left with 11 bits for host addresses. This allows each subnet so have 2048 host

addresses (211), 2046 of which could be assigned to devices.

Note: In the past, there were limitations to the use of a subnet 0 (all subnet bits are set to zero) and all ones subnet
(all subnet bits set to one). Some devices would not allow the use of these subnets. Cisco Systems devices allow the
use of these subnets when the ip subnet zero command is configured.

Examples

Given the network number and a mask, how many subnets are there and how many hosts per subnet.
Given an address and mask, what is the subnet number

Given an address and mask, what is the subnet broadcast address and valid ip address on the subnet
Subnet bits=32-(network bits+ hosts bits)

8.1.4.5/16 130.4.102.1/24 199.1.1.1/24 130.4.102.1/22 (199.1.1.100/27
Mask 255.255.0.0 [255.255.255.0  [255.255.255.0  [255.255.252.0 |255.255.255.224
Network bits 3 16 24 16 24
Hosts bits 16 3 3 10 5
Subnet bits 3 3 0 6 3
hosts per subnets [21°-2 25-2 28-2 21U-2 2°-2
No. of subnets 28-2 28-2 0 20-2 23-2
Subnet number  8.1.0.0 130.4.102.0 199.1.1.0 130.3.100.0 199.1.1.96
15Tvalid IP addr. [8.1.0.1 130.4.102.1 199.1.1.1 130.3.100.1 199.1.1.96
Broadcastaddr.  [8.1.255.255 |130.4.102.255  [199.1.1.255 130.3.103.255 [199.1.1.127
Lastvalid addr.  8.1.255.254  (130.4.102.254  [199.1.1.254 130.3.103.254 (199.1.1.126

Sample Exercise 1

Now that you have an understanding of subnetting, put this knowledge to use. In this example, you are given two
address / mask combinations, written with the prefix/length notation, which have been assigned to two devices. Your
task is to determine if these devices are on the same subnet or different subnets. You can do this by using the address
and mask of each device to determine to which subnet each address belongs.

Device A: 172.16.17.30/20 Device B:

172.16.28.15/20

Determining the Subnet for Device A:
172.16.17.30 - 10101100.00010000.00010001.00011110
255.255.240.0 - 11111111.11111111.11110000.00000000



subnet = 10101100.00010000.00010000.00000000 = 172.16.16.0

Looking at the address bits that have a corresponding mask bit set to one, and setting all the other address bits to
zero (this is equivalent to performing a logical "AND" between the mask and address), shows you to which subnet
this address belongs. In this case, Device A belongs to subnet 172.16.16.0.

Determining the Subnet for Device B:

172.16.28.15 - 10101100.00010000.00011100.00001111

255.255.240.0 - 11111111.11111111.11110000.00000000

subnet = 10101100.00010000.00010000.00000000 = 172.16.16.0

From these determinations, Device A and Device B have addresses that are part of the same subnet.

Sample Exercise 2

Given the Class C network of 204.15.5.0/24, subnet the network in order to create the network in Figure 3 with the
host requirements shown.

Figure 3

netA: 14 hosts netD: 7 hosts

netC: 2 hosts

netB: 28 hosts netE: 28 hosts

Looking at the network shown in Figure 3, you can see that you are required to create five subnets. The largest
subnet must support 28 host addresses. Is this possible with a Class C network? And if so, then how?

You can start by looking at the subnet requirement. In order to create the five needed subnets you would need to use
three bits from the Class C host bits. Two bits would only allow you four subnets (22).

Since you need three subnet bits, that leaves you with five bits for the host portion of the address. How many hosts
does this support? 29 = 32 (30 usable). This meets the requirement.

Therefore you have determined that it is possible to create this network with a Class C network. An example of how
you might assign the subnetworks is:

netA: 204.15.5.0/27 host address range 1 to 30
netB: 204.15.5.32/27 host address range 33 to
62 netC: 204.15.5.64/27 host address range 65 to
94 netD: 204.15.5.96/27 host address range 97 to

126 netE: 204.15.5.128/27 host address range 129 to 158

IP  Address Setting on  UBUNTU/Linux
Temporary IP Address Assignment

For temporary network configurations, you can use standard commands such as ip, ifconfig and route, which are
also found on most other GNU/Linux operating systems. These commands allow you to configure settings which
take effect immediately, however they are not persistent and will be lost after a reboot.

To temporarily configure an IP address, you can use the ifconfig command in the following manner. Just modify the
IP address and subnet mask to match your network requirements.

sudo ifconfig ethO 10.0.0.100 netmask 255.255.255.0

To verify the IP address configuration of ethO, you can use the ifconfig command in the following manner.

#ifconfig ethO

ethO Link encap:Ethernet HWaddr 00:15:c5:4a:16:5a
inet addr:10.0.0.100 Bcast:10.0.0.255 Mask:255.255.255.0

ineté addr: fe80::215:c5ff.fe4a:165a/64 Scope:Link



UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX  packets: 466475604 errors:0 dropped:0 overruns:0 frame:0 TX

packets:403172654 errors:0 dropped:0 overruns:0 carrier:0 collisions:0

txqueuelen:1000

RX bytes:2574778386 (2.5 GB) TX bytes:1618367329 (1.6 GB)

Interrupt:16

To configure a default gateway, you can use the route command in the following manner. Modify the default
gateway address to match your network requirements.

#sudo route add default gw 10.0.0.1 ethO
To verify your default gateway configuration, you can use the route command in the following manner.

#route -n
Kernel IP routing table

Destination ~ Gateway Genmask Flags Metric Ref Use Iface
10.0.0.0 0.0.0.0 255.255.255.0 U 1 0 0 eth0

0.0.0.0 10.0.0.1 0.0.0.0 uc 0 0 O eth0

If you require DNS for your temporary network configuration, you can add DNS server IP addresses in the file
letc/resolv.conf. In general, editing /etc/resolv.conf directly is not recommanded, but this is a temporary and non-
persistent configuration. The example below shows how to enter two DNS servers to /etc/resolv.conf, which should
be changed to servers appropriate for your network. A more lengthy description of the proper persistent way to do
DNS client configuration is in a following section.

nameserver 8.8.8.8

nameserver 8.8.4.4
If you no longer need this configuration and wish to purge all IP configuration from an interface, you can use the ip
command with the flush option as shown below.
#ip addr flush ethO
Flushing the IP configuration using the ip command does not clear the contents of /etc/resolv.conf. You must
remove or modify those entries manually, or re-boot which should also cause /etc/resolv.conf, which is actually
now a symlink to /run/resolvconf/resolv.conf, to be re-written.

Dynamic IP Address Assignment (DHCP Client)

To configure your server to use DHCP for dynamic address assignment, add the dhcp method to the inet address
family statement for the appropriate interface in the file /etc/network/interfaces. The example below assumes you
are configuring your first Ethernet interface identified as ethO.

auto ethO

iface ethO inet dhcp

By adding an interface configuration as shown above, you can manually enable the interface through the ifup
command which initiates the DHCP process via dhclient.

#sudo ifup ethO

To manually disable the interface, you can use the ifdown command, which in turn will initiate the DHCP release
process and shut down the interface.

#sudo ifdown ethO

Static IP Address Assignment

To configure your system to use a static IP address assignment, add the static method to the inet address family
statement for the appropriate interface in the file /etc/network/interfaces. The example below assumes you are
configuring your first Ethernet interface identified as eth0. Change the address, netmask, and gateway values to meet
the requirements of your network.

auto ethO

iface eth0 inet static address

10.0.0.100

netmask 255.255.255.0

gateway 10.0.0.1

By adding an interface configuration as shown above, you can manually enable the interface through the ifup
command.



#sudo ifup ethO

To manually disable the interface, you can use the ifdown command.

#sudo ifdown ethO

Your Task:

set IPv4 address at your VM and test by pinging to your friend’s machine.

Exercise:

Create your own DHCP server and put the ip range (10.200.100.10-10.200.10.90) in the pool.
What is IPv6 address? What are its features?

Discuss IPv6 addresses and its types.

How do you set IPv6 address on your Linux machine? Explain.

PN PRE



EXPERIMENT 02
Aim: To Understand the Basics of Networking Devices
Objective(s):
O To understand layered communications and protocols

O To feel and know the networking equipment (repeater, hub, bridge, switch, router, crimper, UTP,
Fiber cable, connectors, patch panel, cable managers, racks, CAT6 straight and crossover wiring
standards, LAN meter/tester, RJ-45)

Network Hardware: Crimper/clamper, RJ-45 jack male/female, LAN/Cable tester, UTP, Fiber cable,
HUB/Switch/Router/Bridge, patch panel, cable manager....

Repeaters are simple devices that work at the physical layer of the OSI. They regenerate signals (active
hubs does that too).

Hubs are used to build a LAN by connecting different computers in a star/hierarchal network topology,
the most common type on LANs now a day. A hub is a very simple (or dumb) device, once it gets bits
of data sent from computer A to B, it does not check the destination, instead, it forwards that signal to
all other computers (B, C, D...) within the network. B will then pick it up while other nodes discard it.
This amplify that the traffic is shared.

There are mainly two types of hubs:

1. Passive: The signal is forwarded as it is (so it doesn’t need power supply).
2. Active: The signal is amplified, so they work as repeaters. In fact they have been called multiport
repeaters. Hub is a multiport repeater.

Hubs can be connected to other hubs using an uplink port to extend the network. Hubs work on the
physical layer (lowest layer). That’s the reason they can’t deal with addressing or data filtering.

Switches on the other hand are more advanced. Instead of broadcasting the frames everywhere, a
switch actually checks for the destination MAC address and forwards it to the relevant port to reach
that computer only. This way, switches reduce traffic and divide the collision domain into segments,
this is very sufficient for busy LANSs and it also protects frames from being sniffed by other computers
sharing the same segment.

They build a table of which MAC address belongs to which segment. If a destination MAC address is
not in the table it forwards to all segments except the source segment. If the destination is same as the
source, frame is discarded.

Switches have built-in hardware chips solely designed to perform switching capabilities, therefore they
are fast and come with many ports. Sometimes they are referred to as intelligent bridges or multiport
bridges.

Most common switching methods are:
1. Cut-through: Directly forward what the switch gets.
2. Store and forward: receive the full frame before retransmitting it.

Normal Switches are on the data link layer (just above physical layer), that’s why they deal with
frames instead of bits and filter them based on MAC addresses. Switches are known to be used for
their filtering capabilities. Intelligent switches works as a router.

VLANSs (Virtual LANS) and broadcast domains: Switches do not control broadcast domains by default,
however, if a VLAN is configured in a switch it shall have its own broadcast domain.

VLAN is a logical group of network devices located on different LAN physical segments. However they
are logically treated as if they were located on a single segment.

Bridges are used to extend networks by maintaining signals and traffic. Bridges are on the data link
layer so in principle they are capable to do what switches do like data filtering and separating the
collision domain, but they are less advanced. They are known to be used to extend distance capabilities
of networks.



In a comparison with switches, bridges are slower because they use software to perform switching.
They do not control broadcast domains and usually come with less number of ports. Multiport bridges
are generally termed as switch.

Routers are used to connect different LANs or a LAN with a WAN (e.g. the internet). Routers control
both collision domains and broadcast domains. If the packet’s destination is on a different network, a
router is used to pass it the right way, so without routers, the internet could not functions. Routers use
NAT (Network Address Translation) in conjunction with IP Masquerading to provide the internet to
multiple nodes in the LAN under a single IP address. Routers work on the network layer so they can
filter data based on IP addresses. They have routing tables to store network addresses and forward
packets to the right port.

Gateways are very intelligent devices or else can be a computer running the appropriate software to
connect and translate data between networks with different protocols or architecture, so their work is
much more complex than a normal router. For instance, allowing communication between TCP/IP
clients and IPX/SPX or AppleTalk. Gateways operate at the network layer and above, but most of
them at the application layer.

There is an important rule to obey while using repeaters/hubs to extend a local network and is called
the 5-4-3. The rule forces that in a single collision domain there shouldn’t be more than 5 segments, 4
repeaters between any two hosts in the network and only 3 of the segments can be populated (contain
user connections). This rule ensures that a signal sent over the network will reach every part of it within
an acceptable length of time. If the network is bigger, the collision domain can be divided into two parts
or more using a switch or a bridge.

Exercise:

1. What are physical layer devices?

2. What are the differences between Repeater and Hub? Hub and Switch?, Bridge and Switch?,
Switch and Router?

3. What is virtual LAN? Why do we need to create VLAN?

4. Discuss Different Network Topologies

Obijective(s):
O To understand the color coding standard of UTP cable
O To create straight and crossover cable and test/verify its connectivity.

Apparatus: UTP CAT6 cable (1M), Crimper, LAN tester

Background: RJ-45 connectors intended for use with CAT-6 cable are larger than their CAT-5
counterparts. Begin by stripping the outer covering from the end of the cable. Remove about an inch of
covering. Eventually you'll have to cut down the amount of exposed cable, but the process of installing
the RJ-45 connector will be easier if you have plenty of exposed cable to work with (but not too much).
Once you remove the outer cover, you'll see that some of the pairs of wire are twisted together (hence
the name twisted-pair cable). Untwist these wires. Once all the wires have been separated, pull them
backward so you can cut off the exposed plastic core, as shown below. Remove

- as much of this core as you can. Be careful not to accidentally cut the wires in the process.

Now that the core has been removed, your next task is to straighten the wires that were
previously twisted. The easiest way to do this is by using two pairs of tweezers. Use
one set of tweezers to firmly hold the wire just beneath a bend, and the other pair to
straighten the bend. The wires don't have to be perfectly straight, but the straighter
they are, the easier your job will be. Once you've

straightened the wires, your next task is to arrange them in the order they'll be placed into the RJ-45
connector. Working from left to right, the order of the wires shall be set with EIA 568 A or B standard

7

T-568B T-568A
12345678 12345678
Pin 1
n./
S
‘6
7
RJ-45 Plug

GO/ B B/ OBr/Br



as follows:

568 B standards (wiring sequence) 568 A standards (wiring sequence)

Partial Orange (Orange with white stripe), Solid| Partial Green (Green with white stripe), Solid
Orange, Partial Green, Solid Blue, Partial Blue,| Green, Partial Orange, Solid Blue, Partial Blue,
Solid Green, Partial Brown, Solid Brown Solid Orange, Partial Brown, Solid Brown

Remember for normal wiring:

¢ 0Odd Number Always holds the partial color while even number holds the solid color.

¢ Only 1-3, 2-6 pair of number required to be adjust for A and B standard. Orange and Green are
interchangeable.
Color code for number 4, 5, 7 & 8 are always fixed.
Standard A starts with Green and Standard B starts with Orange.

Let's start wiring by B standard. Since the leftmost wire is the orange with the white stripe, there's a
natural tendency to start with this wire on the left. Although it's possible to get the wires in the correct
order using this technique, getting the wires to stay in order when you insert the RJ-45 connector
becomes very difficult. Rather than starting with the orange and white wire, lining up the wires is a lot
easier if you start with the green wire with the white stripe, and then work on lining up the blue, partial
blue, and green wires. When all is said and done, the wires will still have to be in the correct order, but
starting with the partial green wire forces you to turn the cable a different direction than if you were
initially working with the partial orange. This seems to make all the difference in the world for getting
the wires lined up in a way that facilitates easyinstallation of the RJ-45 connector.

Now that the wires are in the correct order, hold the RJ-45 connector next to the cable, as shown below,
to determine how much wire needs to be cut off, as shown below. You'll want
to make the cut so that the ends of the wires line up evenly. The proper length
can be determined by looking at the cable's outer insulation. The insulation
should stop just inside of the RJ-45 connector. It's better to make a series of
small cuts to determine the appropriate cable length than to try to get it exactly
right on the first cut. Test-fit the RJ-45 connector between each cut. If you try to
get the length exactly right on the first cut, you risk cutting the wires too short.

The easiest way to slide the RJ-45 connector onto the cable is to use your
thumb to apply pressure to the cable in the spot where the wires are first
exposed from beneath the insulation. This will help keep the wires in order.
When the cable is finally cut to the correct length, you should check a few
things before crimping the cable. First, make sure the wires go all the way to the
end of the RJ-45 connector. The easiest way to do this is to look at the end of
the connector and make sure you see copper in each wire slot. You

should also verify that the wires are still in the correct order. It's easy for the wires to get out of order
when installing the cable end. A quick check at this point will keep you from having to cut the cable
end off and starting over later. Assuming the wires are in order, you can go ahead and crimp the cable.
When you've finished crimping both cable ends, you can use a cable tester to verify that the ends were
installed correctly.

Your Task:

Using one meter CAT6 cable develop either cross-over or a straight cable, test and verify it.
Exercise:

1. Discuss the straight and crossover wiring standards.



2. Discuss RJ45 clamping procedure.
3. Where can we use straight, crossover and rollover cable? Explain.
4. Discuss different 802.3 Ethernet cable standards

Computer Network
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EXPERIMENT 03

Aim: Establishing LAN network through CISCO’s Packet Tracer
Objective(s):

e To understand the network simulator tools.

e To understand LAN networking, creation of VLAN, IP addressing in the VLAN and VLAN Trunk.
Apparatus: Packet Tracer 5.1 or higher
Background
Packet Tracer is a powerful network simulator that can be utilized in training for network certification like and
learning by allowing students to create networks with an almost unlimited number of devices and to experience
troubleshooting without having to buy real Cisco routers or switches. The tool is created by Cisco Systems. The
purpose of Packet Tracer is to offer students a tool to learn the principles of networking. Packet tracer allows us to
create network by just dragging and dropping devices and connection to specific port of the devices so that necessary
configuration shall be performed on each device and test as per the requirement. Group of computers are connected
to switch and are assigned ip addresses of same network in which each computer in the network are directly
reachable. These interconnected group of computers and its infrastructure is called Local Area Network (LAN). A
switch, suppose having 48 ports can be divided into different switches like 3 switches of each 16 ports or 4 switches
of each 12 ports. It means virtually a single switch or switches are grouped with respect to multiple virtual switch
where one virtual switch shall form a LAN is called Virtual LAN (VLAN)
(Packet tracer overview and LAN topology creation credits on this lab: Rick Graziani)
Definition: Packet Tracer is a protocol simulator developed by Dennis Frezzo and his team at Cisco Systems. Packet
Tracer (PT) is a powerful and dynamic tool that displays the various protocols used in networking, in either Real
Time or Simulation mode. This includes layer 2 protocols such as Ethernet and PPP, layer 3 protocols such as IP,
ICMP, and ARP, and layer 4 protocols such as TCP and UDP. Routing protocols can also be traced.
Step 1: Start Packet Tracer
Step 2: Choosing Devices and Connections
We will begin building our network topology by selecting devices and the media in which to connect them. Several
types of devices and network connections can be used. For this lab we will keep it simple by using End Devices,
Switches, Hubs, and Connections.
Single click on each group of devices and connections to display the various choices. The devices you see may
differ slightly.
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Step 3: Building the Topology — Adding Hosts
Single click on the End Devices.

Time: 00:21:24 I Power Cycle Devices

@ﬂl@"

End Devices |

?"5@

=0

4 [t
#

Slngle click on the Generic host.
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Single click in the topology area and it copies the device.
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Move the cursor into topology area. You will notice it turns Bo kel BE2 L=
into a plus “+” sign.
Step 4: Building the Topology — Connecting the Hosts to Hubs and Switches

Adding a Hub
Select a hub, by clicking once on Hubs and once on a Generic hub.
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Add the hub by moving the plus si—gn “+” pelow PCO and PC1 and click once.
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Connect PCO to HubO by first choosing Connections.
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Perform the following steps to connect PCO to HubO:
1. Click once on PCO
2. Choose FastEthernet
3. Drag the cursor to Hub0
4. Click once on Hub0 and choose Port 0
5. Notice the green link lights on both the PCO Ethernet NIC and the HubO Port 0 showing that the

link is active.
1 2 3 4 5
RS 232
" L]
PC-P
PCO PCO FC1
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Repeat the steps above for PC1 connecting it to Port 1 on HubO. (The actual hub port you choose does not
matter.)

g 9

& b
PC- -PT
PCO PC1

M|

Hub-PT
Hub0

Adding a Switch
Select a switch, by clicking once on Switches and once on a 2950-24 switch.
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Add the switch by moving the plus sign “+” below PC2 and PC3 and click once.
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Connect PC2 to Hub0 by first choosing Connections.
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Click once on the Copper Straight-through cable.
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Copper Straight-through
Perform the following steps to connect PC2 to SwitchO:
1. Click once on PC2
Choose FastEthernet
Drag the cursor to Switch0
Click once on SwitchO and choose FastEthernet0/1
Notice the green link lights on PC2 Ethernet NIC and amber light SwitchO FastEthernet0/1
port. The switch port is temporarily not forwarding frames, while it goes through the stages
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for the Spanning Tree Protocol (STP) process.
6. After a about 30 seconds the amber light will change to green indicating that the port has
entered the forwarding stage. Frames can now forwarded out the switch port.

Task: Study yourself how Spanning Tree Protocol (STP) works?

1 2 3 4 5 6
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Repeat the steps above for PC3 connecting it to Port 3 on SwitchO on port FastEtherent0/2. (The actual switch port
you choose does not matter.)

’ po s
PC- -PT
PC2 PC3

2950-24
Switch0

Move the cursor over the link light to view the port number. Fa means FastEthernet, 100 Mbps Ethernet.

2850-24
Switch0

Step 5: Configuring IP Addresses and Subnet Masks on the Hosts

Before we can communicate between the hosts we need to configure IP Addresses and Subnet Masks on the
devices.

Click once on PCO.

R, :

)

4

Choose the Config tab and click on Settings. It is here that you can change the name of PCO. It is also here where
you would enter a Gateway IP Address, also known as the default gateway and the DNS Server IP Address. We
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will discuss this later, but this would be the IP address of the local router. If you want, you can enter the Gateway IP
Address 172.16.1.1 and DNS Server IP Address 172.16.1.100, although it will not be used in this lab.

i@ rco b

| V.

Physical | Config " Desktopr‘

o088 - Global Settings
[ settings
[_NTERPACE
[ Festethernet | | ~Gateway/DNS

©) DHCP

Display Name PCO

@ Static

Gateway 172.16.1.1

DNS Server 172.16.1.100

Click on Interface and then FastEthernet. Although we have not yet discussed IP Addresses, add the IP Address to
172.16.1.10. Click once in the Subnet Mask field to enter the default Subnet Mask. You can leave this at
255.255.0.0. We will discuss this later.

Also, notice this is where you can change the Bandwidth (speed) and Duplex of the Ethernet NIC (Network Interface
Card). The default is Auto (autonegotiation), which means the NIC will negotiate with the hub or switch. The
bandwidth and/or duplex can be manually set by removing the check from the Auto box and choosing the specific
option.

Bandwidth - Auto

If the host is connected to a hub or switch port which can do 100 Mbps, then the Ethernet NIC on the host will
choose 100 Mbps (Fast Ethernet). Otherwise, if the hub or switch port can only do 10 Mbps, then the Ethernet NIC
on the host will choose 10 Mbps (Ethernet).

Duplex - Auto

Hub: If the host is connected to a hub, then the Ethernet NIC on the host will choose Half Duplex.

Switch: If the host is connected to a switch, and the switch port is configured as Full Duplex (or Autonegotiation),
then the Ethernet NIC on the host will choose Full Duplex. If the switch port is configured as Half Duplex, then the
Ethernet NIC on the host will choose Half Duplex. (Full Duplex is a much more efficient option.)

The information is automatically saved when entered. To close

this dialog box, click the “X” in the upper right.

Repeat these steps for the other hosts. Use the information below for IP Addresses and Subnet Masks.

Host IP_Address Subnet Mask
PCO 172.16.1.10 255.255.0.0
PC1 172.16.1.11 255.255.0.0
PC2 172.16.1.12 255.255.0.0
PC3 172.16.1.13 255.255.0.0

Verify the information
To verify the information that you entered, move the Select tool (arrow) over each host.
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Gateway: <not set>
DNS Serwver: <not set>
Physical Lecation: Intercity,

Deleting a Device or Link

To delete a device or link, choose the Delete tool and click on the item you wish to delete.

%

Q Delete (Del)

IBvs Address
Up 172.16.1.11/1% <not set>

Home City,

Step 6: Connecting HubO to Switch0

To connect like-devices, like a Hub and a Switch, we will use a Cross-over cable. Click once the Cross-over

Cable from the Connections options.
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Move the Connections cursor over Hub0O and click once.
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Click once on SwitchO and choose FastEthernet0/4 (actual port does not matter).

Hub-PT [[] FastEthernetd/s
1 EastStharmainic

The link light for switch port FastEthernet0/4 will begin as amber and eventually change to green as the Spanning
Tree Protocol transitions the port to forwarding.
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Step 7: Verifying Connectivity in Real-time Mode
Be sure you are in Real-time mode.

Click once on PCO, then once on PC3.
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The PDU Last Status should show as Successful.

i A
Realtime
| Fire Last Status Source Destination Type
@ Successful PCO PC3 ICMP
< | 1 | 3

Resetting the Network

At this point we will want to reset the network, whenever you want to reset the network and begin the simulation
again, perform the following tasks:

Click Delete in the PDU area.
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Now, Power Cycle Devices and confirm the action.
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_:l; Reset the network?

( Yes‘J[ No

Waiting for Spanning Tree Protocol (STP)

Note: Because Packet Tracer also simulates the Spanning Tree Protocol (later), at times the switch may show amber
lights on its interfaces. You will need to wait for the lights to turn green on the switches before they will forward
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2950-24 2950-24
Switch0 Switchn

Step 8: Verifying Connectivity in Simulation Mode
Be sure you are in Simulation mode.

Deselect all fiff
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Select the Add Simple PDU tool used to ping devices..

Click once on PCO‘, then once on PC3.
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Continue clicking Capture/Forward button until the ICMP ping is completed. You should see the ICMP messages
move between the hosts, hub and switch. The PDU Last Status should show as Successful. Click on Clear Event
List if you do not want to look at the events or click Preview Previous Events if you do. For this exercise it does not
matter.
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Step 9: Saving the Topology
Perform the following steps to save the topology (uses .pkt file extension).
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File name: LastName - Creating a Topology|

Save as type: [‘Far.ket
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Task

1. Consider the following setup, Set IP addresses

(192.168.50.0/27) on computers and
connectivity between PC2 to PC5, PC3 to PC4

2. Consider the following setup, Configure switch to
create two VLANs (vlan 10 and vlan 20) in the figure
below:(Switch ports  fa0/1=>PC2, fa0/2=>PC3,
fa0/3=>PC4,fa0/4=>PC5, put other ports in default
vlan)

T \
{ X 192,168, 10,0/24
r l ] VLAN 10
_— .
PC-pT PC-PT
pC2 PCa
N
"
. J
J 192,168, 20,0/24 4
VLAN 20 PC-PT
4 PCS
PC-PT
PC3

Configuration steps for Switch 1:

At the command line
mode: Switch>enable
Switch#conf ter
Switch(config)#vlan
Switch(config)#vlan 10

Switch(config-vlan)#name LAN_A
Switch(config-vlan)#vlan 20
Switch(config-vlan)#name LAN_B

Switch (config-vlan)#ctrl+z

VLAN Name Status Ports

1 default
Fa0/2, Fa0/3, Fa0/4

active Fa0/1,

Fa0/5, Fa0/6, Fa0/7,
Fa0/8

Fa0/9, Fa0/10, Fa0/11,
Fa0/12

Fa0/13, Fa0/14, Fa0/15,
Fa0/16

Fa0/17, Fa0/18, Fa0/19,
Fa0/20

Fa0/21, Fa0/22, Fa0/23,

verify the

Switch(config)#int fa0/3

Switch(config-if)#switchport mode access

Switch(config-if)#switchport access vlan 10

Switch(config)#int fa0/2

Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 20

VLAN Name Status Ports

1 default
Fa0/7, Fa0/8

active Fa0/5, Fa0/6,

Fa0/9, Fa0/10, Fa0/11,
Fa0/12

Fa0/13, Fa0/14, Fa0/15,
Fa0/16

Fa0/17, Fa0/18, Fa0/19,

Fa0/20

3. Create VLAN 30 and VLAN 50 in the figure below
and put switch to switch connection into trunk mode
in the figure below. Test the connectivity between PC2
to PC6, PC3 to PC7
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How to create trunk between switch 1 and switch

//At switch 1

Fa0/24

Switch#tconf ter



Switch(config)#int fa0/5
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk native vlan 1

[lat switch 2

Enter configuration commands, one per line. End with
Ctrl+Z.

Switch#conf ter
Switch(config)#int fa0/1
Switch(config-if)#switchport mode trunk

Switch(config-if)#switchport trunk native vlan 1

Exercise:

1. Compare different Network Simulation Tools:
Packet Tracer, GNS3 and OpNet
2. Test the given task with GNS3

VLAN Trunking Protocol (VTP) is a Cisco proprietary protocol that propagates the definition of Virtual Local Area
Networks (VLAN) on the whole local area network. To do this, VTP carries VLAN information to all the switches

in a VTP domain.

Trunk links are required to pass VLAN information between switches. A port on a Cisco switch is either an
access port or a trunk port. Access ports belong to a single VLAN and do not provide any identifying marks on
the frames that are passed between switches. Access ports also carry traffic that comes from only the VLAN
assigned to the port. A trunk port is by default a member of all the VLANs that exist on the switch and carry
traffic for all those VLANs between the switches. To distinguish between the traffic flows, a trunk port must
mark the frames with special tags as they pass between the switches. Trunking is a function that must be enabled

Submit the work: Inter VLAN Communications: Router on Stick (consult instructor for more details). Refer below

diagram and configuration for practice.

: Edit Options View Tools Extensions Help
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Logical [Root] New Cluster Move Objec
AN e
Fen
#conf ter
#conf ter
#hostname SW2 :f:‘otsgoa;\ae R
#vtp mode dient P :r\ o shut
#vtp domain testvitp ™ Zem
Iffor swWi1 #vtp password dsco . %
Zen iy Fa0fo] Y
Zconf ter Sconfier #int faCl/dD .tlD w
#hostname SW2 #intrange f20/1- #encap dotiq
% # ge fa0/1-3 5
#vip mode dient e f'é’ x‘iatddress 192.168,10.1 255.255.255.0 Jifor SWi2
fvvg dggammtjﬁ‘;cm #switchport trunk native vlan 1 Fa0/ Zint £20/0.20 L
# W 0 o i : conf ter
Send i o i Zencap coti 20 #hostname SW2
Zconf ter e o _— i foalics 192,168.20.2 255,255.255.0 #vip mode server
#intrange fa0/1-3 #switchport access vian10 - sw2 Hrite #vtp domain testvip
#switchport mode trunk Hexit Pre -~ = #vtp password disco
#switchport trunk native vian 1 zin¢ fap), /5 \fa.DV/} #end
#exit ##switchport mode access s #conf ter
#int fa0/4 #switchport access vian20 #vian 10
#switchport mode access #end SWa0/4 #name lan1
#switchport access vian10 Swrite =08 #exit
Fexit #vian 20
#int fad/s ol #name lan2
##switchport mode access a02,168.20.3 Fexit
#switchport access vian20 VLAN20 #intrange fa0/1-3
#end 2 s #switchport mode trunk
#write PC1 PC3 #switchport trunk native vlan 1
a0 Zexit
\}EAZN? 2.2 #int range fa0/4-24
#shutdown
#end
e Fwrite

192,168.10.2
VLAN10

PC2
192,168.10.3
VLAN10



EXPERIMENT 04
Aim: Establishing different networks and understanding Static routing protocols through CISCO’s Packet Tracer.
Objective(s)
e understand basic commands for router configuration
e understand the static routing, its advantages and drawbacks

Background
Static routing is useful in small network where numbers of routes are limited. In static routing we need to add route
manually with IP route command. Like other routing methods static routing also has its pros and cons.
Advantage of static routing
e |t is easy to implement.
e |t is most secure way of routing, since no information is shared with other routers.
e |t puts no overhead on resources such as CPU or memory.

Disadvantage of static routing
e |t is suitable only for small network.
e If alink fails static route cannot reroute the traffic.
Step-1: Configure Router Basics form HyperTerminal (consider following diagram)

.t\'f,’;
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-
|
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1. Configure the Computer terminal software
The terminal software in not correctly configured on the laptop. You have to change the settings to 9600 / 8 / None

to connect to the router's console.

L3 Laptop

Physical | Config | Desktop | Software/Services

erminal Configuration x M |
Port Configuration \‘ f
Bits Per Second: 9600 v

Data Bits: 8 v :

i Command
Parity: None v Prompt
Stop Bits: 1 v
Flow Control: None - )
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2. Configure the router's name

Router>enable
Router#configure terminal
Router(config)#hostname CAMPUSGW

3. Configure the enable password and secret to “cisco"

CAMPUSGW (config)#enable password cisco

CAMPUSGW (config)#enable secret cisco

4. Configure password encryption for this router
CAMPUSGW (config)#servicepassword-encryption



5. Configure the console access

CAMPUSGW (config)#line console 0
CAMPUSGW (config-line)#password cisco
CAMPUSGW (config-line)#login
CAMPUSGW (config-line)#logging synchronous
CAMPUSGW (config-line)#exec-timeout 2 45
CAMPUSGW (config-line)#history size 10

Step 2: Static Routing Implementation.
1. Consider the following diagram and assign IP address to the corresponding interfaces as follows:

Device  |Connected from Connected to IP Address

PCO FastEthernet0 Router0's FastEthernet0/0 10.0.0.2/8
Router0  |FastEthernet0/0 PCO's FastEthernet0 10.0.0.1/8
Router0  |Serial 0/0/0 Routerl's serial0/0/0 192.168.0.253/30
Routerl  |Serial 0/0/0/ RouterQ's serial0/0/0 192.168.0.254/30
Routerl  |FastEthernet0/0 PC1's FastEthernet0 20.0.0.1/8

PC1 FastEthernet0 Routerl's FastEthernet0/0 20.0.0.2/8

!'7/& ®se0/o/ ’3(9/'0/'03

Roylfer0 Roufa0/0
a0/0
a0/1
a0/1 :
Swiicho Swi ;“/2
Fa0/2 ;ao
Fa0 =
r” ‘”] \ |
=, Va
PCO PC1

2. Assign IP address to each PC

3. Assign IP address to interfaces of router
Double click Router0 and click CLI and press Enter key to access command prompt of router.
Two interface s FastEthernet0/0 and Serial0/0/0 of RouterQ are used in this topology. By default inte rfaces on router
are remain administratively down during the start up. We need to configure IP address and other  parameters on
interfaces before we could actually use them for routing. Interface mode is used to assign IP add ress and other
parameters. Interface mode can be accessed from global configuration mode. Following comma  nds are used to
access global configuration mode.
83{8?;88%%' geure terminal //Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#

From global configuration mode we can enter in int erface mode. From there we can configure the interface.
Following commands will assign IP address on FastEt 1ernet0/0.

Router(config)#interface fastEthernet 0N
Router(config-if)#ip address 10.0.0.1 255.0.0
Router(config-if)#no shutdown

Router(config-if)#exit
interface fastEthernet 0/0 command is used to enter in interface mode.



ip address 10.0.0.2 255.0.0.0 command will assign IP address to interface.

no shutdown command will bring the interface up.

exit command is used to return in global configuration mode.

Serial interface needs two additional parameters clock rate and bandwidth. Every serial cable has two ends DTE and
DCE. These parameters are always configured at DCE end. We can use show controllers interface command from
privilege mode to check the cable's end.

Router#show controllers serial 0/0/0 Interface

Serial0/0/0

Hardware is PowerQUICC MPC860 DCE

V.35, clock rate 2000000 [Output omitted]

Fourth line of output confirms that DCE end of serial cable is attached. If you see DTE here instead of DCE skip
these parameters. Now we have necessary information let's assign IP address to serial interface.

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface serial 0/0/0

Router(config-if)#ip address 192.168.0.253 255.255.255.252
Router(config-if)#clock rate 64000

Router(config-if)#bandwidth 64

Router(config-if)#no shutdown

Router(config-if)#exit

Router#configure terminal /ICommand is used to enter in global configuration
mode. Router(config)#interface serial 0/0/0 //Command is used to enter in interface mode.

Router(config-if)#ip address 192.168.0.253 255.255.255.252 //Command assigns IP address to interface. For

serial link we usually use IP address from /30 subnet.

Router(config-if)#clock rate 64000

Router(config-if)#bandwidth 64 /I In real life environment these parameters control the data flow
between serial links and need to be set at service providers end. In lab environment we need not to worry about
these values. We can use these values.

Router(config-if)#no shutdown /ICommand brings interface up.

Router(config-if)#exit /ICommand is used to return in global configuration mode.

We will use same commands to assign IP addresses on interfaces of Routerl. Since we have provided clock rate and
bandwidth on serial interface of Router0 we need not to assign them on serial interface of Routerl. Following
command will assign IP addresses on interface of Routerl.

Router>enable

Router#configure terminal

Router(config)#interface fastEthernet 0/0
Router(config-if)#ip address 20.0.0.1 255.0.0.0
Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#interface serial 0/0/0

Router(config-if)#ip address 192.168.0.254 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#exit

4. Static route command explained
IP route command is used to configure the static route. In this section we will explain static route command in
detail.
We have two commands to configure the static route.
Router(config)# ip route destination_network_# [subnet_mask] IP_address_of _next_hop_neighbor
[administrative_distance] [permanent]
Or



Router(config)# ip route destination_network # [subnet_mask] interface to_exit [administrative_distance]
[permanent]

ip route: It is the command that add new route in routing table.

destination_network_#[subnet_mask]: This is the first parameter. It specifies the destination network address. We
need to provide subnet mask if we are using sub-network. Sub-networks are the smaller network created from one
large network in subnetting. If we are not using sub-network then we can omit the subnet mask value. It will parse
automatically.

IP_address_of next_hop_neighbor / interface to_exit : This parameter provides a way to reach the destination
network. Both commands use separate way to assign this value. First command provides the IP address of next hop
neighbor. It tells router that if it receives a packet for destination [that we set in previous parameter], forward that
packet to this next hop neighbor IP address.

Second command also do the same job but in different way. It specifies exit interface instead of next hop IP address.
It tells router that if it receives a packet for the destination specified by previous parameter then exits that packet
from this interface. Device attached on other end of this interface will take care of the packet.
administrative_distance

Administrative distance is the trustworthiness of route. Route with the lowest AD value will be chosen while
forwarding the packet. By default static route has two AD values depending on the previous parameter. If you have
used next hop neighbor IP address, then the default AD value will be 1. If you have used exit interface, then the
default AD value will be 0. This parameter allows us to create multiple static routes for the same destination. For
example we can create primary and backup path for the destination network. To create backup path, we need to set
AD value to higher than default, such as 2 or 3. With this configuration router will use primary path. Due to some
reason if primary route fails, the router will start using backup route automatically.

permanent

When a route goes down router will remove that from routing table. Permanent parameter will keep this route in
routing table even if it goes down. Its optional parameter we can omit it. If we omit it, router will remove this route
from routing table if it goes down. You might use this parameter for security reason if you never want packets to
take another path.

Configure Default Route

By default when a packet arrives in interface, router checks destination filed in packet and compare it with routing
table. If it finds a match for destination network then it will forward that packet from related interface. If it does not
find a match in routing table then it will discard that packet. This is the default behavior of router. Default route
allows us to override this behavior. Default route is a way to deal with all unmatched packets. If no match for
destination network found in routing table then it would be forwarded to the default route.

Following command will set default route

Router(config)# ip route 0.0.0.00.0.0.0 IP_address_of next_hop_neighbor

[administrative_distance] [permanent]

Or

Router(config)# ip route 0.0.0.0 0.0.0.0 interface_to_exit

[administrative_distance] [permanent]

Above command sets destination network to 0.0.0.0/0 that represents all networks.

Configure Static Route

Now we know that how IP route command is used to configure the static route. Let's implement it in our example
topology. Run following command from global configuration mode in routers.

RouterQ

Router(config)#ip route 20.0.0.0 255.0.0.0 192.168.0.254

Routerl

Router(config)#ip route 10.0.0.0 255.0.0.0 192.168.0.253

That's all we need to switch packet from one network to another. To verify the result we can use ping command.
Access the command prompt of PC1 and use ping command to test the connectivity from PCO.

Your Task: consider the following diagram with IP address assignment, configure static routing and show the ping
result between PCO and PC4, PC1 and PC5.
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Exercise:

1. What is adaptive and non-adaptive routing? Unicast and multicast routing? Distance vector and
link state routing?

2. What are routed and routing protocols?
3. Discuss VLSM with example. Also explain the CIDR with example.



EXPERIMENT 05
Aim: Understanding router’s configuration and establishing different networks.
Objective(s):

Understand the basic operation(s) of dynamic interior and exterior routing protocols.
Background:

Distance Vector Routing: Distance vector protocols (a vector contains both distance and direction), such as RIP,
determine the path to remote networks using hop count as the metric. A hop count is defined as the number of times a
packet needs to pass through a router to reach a remote destination. For IP RIP, the maximum hop is 15. A hop
count of 16 indicates an unreachable network. Two versions of RIP exist: version 1 and version 2. IGRP is another
example of a distance vector protocol with a higher hop count of 255 hops. A higher hop counts allows your network
to scale larger. One of the drawbacks of protocols, such as RIP and IGRP, is convergence time, which is the time it
takes for routing information changes to propagate through all your topology. Table 2-2 describes the characteristics
of distance vector protocols.

The name distance vector is derived from the fact that routes are advertised as vectors of (distance, direction), where
distance is defined in terms of a metric and direction is defined in terms of the next-hop router. For example,
"Destination A is a distance of 5 hops away, in the direction of next-hop router X." As that statement implies, each
router learns routes from its neighboring routers' perspectives and then advertises the routes from its own
perspective. Because each router depends on its neighbors for information, which the neighbors in turn may have
learned from their neighbors, and so on, distance vector routing is sometimes facetiously referred to as "routing by
rumor."

Common Characteristics

A typical distance vector routing protocol uses a routing algorithm in which routers periodically send routing updates
to all neighbors by broadcasting their entire route tables. The preceding statement contains a lot of information.
Following sections consider it in more detail.

Periodic Updates

Periodic updates means that at the end of a certain time period, updates will be transmitted. This period typically
ranges from 10 seconds for AppleTalk's RTMP to 90 seconds for Cisco's IGRP. At issue here is the fact that if
updates are sent too frequently, congestion may occur; if updates are sent too infrequently, convergence time may
be unacceptably high.

Neighbors
In the context of routers, neighbors always means routers sharing a common data link. A distance vector routing

protocol sends its updates to neighboring routers? and depends on them to pass the update information along to their
neighbors. For this reason, distance vector routing is said to use hop-by-hop updates.

Broadcast Updates

When a router first becomes active on a network, how does it find other routers and how does it announce its own
presence? Several methods are available. The simplest is to send the updates to the broadcast address (in the case of
IP, 255.255.255.255). Neighboring routers speaking the same routing protocol will hear the broadcasts and take
appropriate action. Hosts and other devices uninterested in the routing updates will simply drop the packets.

Full Routing Table Updates

Most distance vector routing protocols take the very simple approach of telling their neighbors everything they know
by broadcasting their entire route table, with some exceptions that are covered in following sections. Neighbors
receiving these updates glean the information they need and discard everything else.



Characteristic Description
Periodic updates Periodic updates are sent at a set interval. For IP RIP, this interval i1s 30 seconds.
Broadcast uPdate? _ ' Updates are sent to the broadcast address 255.255.255.255. Only devices
running routing algorithms listen to these updates.
Full table updates When an update is sent, the entire routing table is sent.
T Also known as Flash updates, these are sent when a change occurs outside the

ri erec{ uedi':\tes
update interval. ) _ _
Split horizon You use this method to stop routing loops. Updates are not sent out an outgoing
|rﬁerface Zfcr)om which the source network was received. This saves on bandwidth as well.

Count to infinity This is the maximum hop count. For RIP, itis 15 and for IGRP, it
is 255. Algorithm One algorithm example is Bellman-Ford for RIP.
Examples RIP and IGRP are examples of distance vector protocols.

Bellman-Ford Algorithm

The Bellman-Ford Algorithm computes the cost of the cheapest paths from a starting node to all other nodes in the
graph. Thus, he can also construct the paths afterwards.

The algorithm proceeds in an interactive manner, by beginning with a bad estimate of the cost and then improving it
until the correct value is found.

The first estimate is:
e The starting node has cost 0, as his distance to itself is obviously 0.
o All other node have cost infinity, which is the worst estimate possible.

Afterwards, the algorithm checks every edge for the following condition: Are the cost of the source of the edge plus
the cost for using the edge smaller than the cost of the edge's target?

If this is the case, we have found a short-cut: It is more profitable to use the edge which was just checked, than
using the path used so far. Therefore the cost of the edge's target get updated: They are set to the cost of the source
plus the cost for using the edge (compare example on the right).

Looking at all edges of the graph and updating the cost of the nodes is called a phase. Unfortunately, it is not
sufficient to look at all edges only once. After the first phase, the cost of all nodes for which the shortest path only
uses one edge have been calculated correctly. After two phases all paths that use at most two edges have been
computed correctly, and so on.

The green path from the starting node is the cheapest path. It uses 3 edges.

How many phases ware necessary? To answer this question, the observation that a shortest path has to use less
edges than there are nodes in the graph. Thus, we need at most one phase less than the number of nodes in the
graph. A shortest path that uses more edges than the number of nodes would visit some node twice and thus build a
circle.

Construction of the shortest path
Each time when updating the cost of some node, the algorithm saves the edge that was used for the update as the
predecessor of the node.



At the end of the algorithm, the shortest path to each node can be constructed by going backwards using the
predecessor edges until the starting node is reached.

Circles with negative weight

A cheapest path had to use this circle infinitely often. The cost would be reduced in each iteration.

If the graph contains a circle with a negative sum of edge weights — a Negative Circle, the algorithm probably will
not find a cheapest path. As can be seen in the example on the right, paths in this case can be infinitely cheap — one
keeps on going through the circle. This problem occurs if the negative circle can be reached from the starting node.
Luckily, the algorithm can detect whether a negative circle exists. This is checked in the last step of the algorithm.
A negative circle can be reached if and only if after iterating all phases, one can still find a short-cut. Therefore, at
the end the algorithm checks one more time for all edges whether the cost of the source node plus the cost of the
edge are less than the cost of the target node. If this is the case for an edge, the message "Negative Circle found™ is
returned. One can even find the negative circle with the help of the predecessor edges: One just goes back until one
traversed a circle (that had negative weight).

Link-state Routing: Link-state routing protocols, such as OSPF and IS-IS, create a topology of the network and place
themselves at the root of the tree. Link-state protocols implement an algorithm called the shortest path first (SPF,
also known as Dijkstra's Algorithm) to determine the path to a remote destination. There is no hop count limit. (For
an IP datagram, the maximum time to live ensures that loops are avoided.)

Hello packets are used to discover neighboring routers, so when changes occur updates can be sent immediately.
Hello packets are used to establish and maintain neighbors. OSPF uses the Class D multicast addresses in the range
224.0.0.0 through 239.255.255.255. The two most important reserved addresses are 224.0.0.5 for all OSPF routers
and 224.0.0.6 for all DRs and BDRs. Any new OSPF-enabled routers immediately transmit a multicast Hello packet
by using the OSPF routers multicast address of 224.0.0.5. DRs use the multicast address 224.0.0.6 to send updates
to all other OSPF routers. Therefore, two reserved multicast addresses are vital for maintaining OSPF adjacencies
across any broadcast media, such as Ethernet or Token Ring.

The OSPF database is populated with link-state advertisements (LSAs) from neighboring routers. The LSA packets
contain information, such as cost and the advertising router or the router ID, which is the highest IP address
configured on the local router. Typically, OSPF administrators configure loopback interfaces to ensure that the OSPF
process is not prone to failures.

Characteristic Explanation _ )
PeriodéBLrJquath Only when changes occur. OSPF, for example, also sends all summary information
every inutes by default. ) ) _ ] )
aBd’gﬁeds%aSt updates Only devices running routing algorithms listen to these updates. Updates are sent to a multicast

Database A database contains all topological information from which an IP routing table is
assembled. Algorithm Dijkstra Algorithm for OSPF.

Convergence Updates are faster and convergence times are reduced.

CPU/memory Higher CPU and memory requirements to maintain link-state

databases. Examples OSPF and IS-IS.

There’s some terminology you may not have encountered before, including:
e Router ID: In OSPF this is a unique 32-bit number assigned to each router. This is chosen as the
highest IP address on a router, and can be set large by configuring an address on a loopback
interface of the chosen router.



e Neighbor Routers: two routers with a common link that can talk to each other.

Adjacency: a two-way relationship between two neighbor routers. Neighbors don’t always form adjacencies.
LSA: Link State Advertisements are flooded; they describe routes within a given link.

Hello Protocol: this is how routers on a network determine their neighbors and form LSAs.

Area: a hierarchy. A set of routers that exchange LSAs, with others in the same area. Areas limit

LSAs and encourage aggregate routes.

OSPF is a link-state routing protocol, as we’ve said. Think of this as a distributed map of the network. To get this
information distributed, OSPF does three things.

First, when a router running OSPF comes up it will send hello packets to discover its neighbors and elect a designated
router. The hello packet includes link-state information, as well as a list of neighbors. Providing information about
your neighbor to that neighbor serves as an ACK, and proves that communication is bi-directional. OSPF is smart
about the layer 2 topology: if you’re on a point-to-point link, it knows that this is enough, and the link is considered
“up.” If you’re on a broadcast link, the router must wait for an election before deciding if the link is operational.
The election ballot can be stuffed, with a Priority ID, so that you can ensure that your beefiest router is the DR.
Otherwise, the largest IP address wins. The key idea with a DR and backup DR (BDR) is that they are the ones to
generate LSAs, and they must do database exchanges with other routers in the subnet. So, non-designated routers
form adjacencies with the DR. The whole DR/BDR design is used to keep the protocol scalable. The only way to
ensure that all routers have the same information is to make them synchronize their databases. If you have 21 routers,
and want to bring another one up, then you’d have to form 21 new adjacencies. If you centralize the database, with
a backup (just in case), then adding more becomes an easy to manage linear problem.

The database exchange is part of bringing up adjacencies after the hello packets are exchanged, and it’s very
important. If the databases are out of sync, we could risk routing loops, black holes and other perils. The third part
of bringing up an adjacency is Reliable Flooding, or LSA exchange.

The details of an LSA, as well as a more advanced discussion of areas will be the topic of the next Networking 101.
For now, just know that area zero is special, and if you have multiple areas, they must all touch area zero. This is
also called the Backbone Area. There are different types of areas in OSPF, and it can get really crazy when you
throw in Virtual Links to allow two areas to speak without hitting area zero. Alas, there also are different types of
routers in OSPF.

ABR

An Area Border Router is a router that is in area zero, and one or more other areas.

DR, BDR

A Designated Router, as we said, is the router that keeps the database for the subnet. It sends and receives updates
(via multicast) from the other routers in the same network.

ASBR

The Autonomous System Boundary Router is very special, but confusing. The ASBR connects one or more AS, and
exchanges routes between them. The ASBR’s purpose is to redistribute routes from another AS into its own AS.
The concept of redistribution finally rears its head: let’s say we have a router, an internal-only router (not a BR),
and we wish to connect it to a new network that we don’t control. After this connection is made, we have a few
options. We can fire up a non-IGP routing protocol, like BGP, to exchange routes. Alternatively, we could decide
that a summary route is good enough, and hard-code a static route to the new network in this router. Anything
directly using this router for this destination would be able to get to the new network, but OSPF doesn’t know about
it. To make that happen, we ‘redistribute” the miscellaneous information into OSPF. We wouldn’t want to feed
200K+ routes from BGP into OSPF, but if we went the static route, we’d definitely want to propagate that
information so everyone in our AS could get to the new place. As soon as we tell our internal router that it should
redistribute static routes into OSPF, it becomes an ASBR, and the entire network can reach the new network.
Consider the following topology with IP address distribution, test the connectivity between PcO and PC1
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R1 Configuration

interface FastEthernet0/0

ip address 192.168.100.1 255.255.255.0
no shutdown

exit

interface Serial0/0/0

ip address 202.70.10.1 255.255.255.252
encapsulation ppp

clock rate 64000 no

shutdown

exit

interface Serial0/0/1

ip address 202.70.12.1 255.255.255.252
encapsulation ppp

clock rate 64000

no shutdown

exit

router rip

network 192.168.100.0
network 202.70.10.0
network 202.70.12.0 ctrl+z
write

exit

R2 Configuration

interface Serial0/0/0

ip address 202.70.10.2 255.255.255.252
encapsulation ppp

no shut

exit

interface Serial0/0/1

ip address 202.70.11.1 255.255.255.252
encapsulation ppp

clock rate 64000

no shut

exit

router rip

T
!0550/'0/‘1
R

202.70.11.0/30

Se0/0/0

192.168.200.0/24

~a0/1

A
29501460/'2
Switch
Fa0
)=
—
PC-PT
pC1
192.168.200.2

network 202.70.11.0
ctrl+z
write

R3 Configuration

interface FastEthernet0/0

ip address 192.168.200.1 255.255.255.0
no shut

exit

interface Serial0/0/0

ip address 202.70.11.2 255.255.255.252
encapsulation ppp

no shut

exit

interface Serial0/0/1

ip address 202.70.12.2 255.255.255.252
encapsulation ppp

no shut

exit

router rip

network 192.168.200.0
network 202.70.11.0
network 202.70.12.0
exit

ctrl+z

write

on each router see the below result

#sh ip rip database
#sh ip route rip

Task: Using the OSPF Configuration on the same
topology Above, remove RIP routing and enable
OSPF routing.

The IP configuration is SAME as before. For OSPF
configuration, follow the steps below:
OSPF on R1:



router-id 1.1.1.1

network 192.168.100.0 0.0.0.255 area 0 OSPF on R3:

network 202.70.10.0 0.0.0.3 area 0

network 202.70.12.0 0.0.0.3 area O ctrl no ip rip

+z router ospf 10

Write router-id 3.3.3.3

Exit network 202.70.11.0 0.0.0.3 area 0
network 202.70.12.0 0.0.0.3 area 0

OSPF on R2: network 192.168.200.0 0.0.0.255 area O ctrl
+2z

no ip rip Write

router ospf 10 Exit

router-id 2.2.2.2

network 202.70.10.0 0.0.0.3 area 0 On each router see the below

network 202.70.11.0 0.0.0.3 area O ctrl #sh ip ospf

+z #sh ip ospf neighbor

Write #sh ip ospf route

Exit #sh ip ospf interface

Your Task:

Implement BGP configuration for the following scenario

202.70,200.0/30 (r2:1, R3:2)

P

~ Gig/o
s

2918Gig0/1
R
AS1111

\

202.70.100.0/30 {r1:1, R2:2) £200

-

— i
PC-PT
PCO

g0 oy AS2222

291¥Gig0/1
R3

\ 202.70.300.0/30 (r3:1, R4:2)

-
2
/é .
20/111
R1

Exercise
1. What is count to infinity problem?
2. What are the different RIP timer?
3. How does bellmann-ford algorithm works?
4. What is autonomous system?
5. What are ABR, ASBR, DR/BDR?
6. Discuss Dijkstra’s shortest path algorithm.
7. How OSPF router come into fully adjacency state?



EXPERIMENT 06
Aim: Establishing a network through NetSIM

Theory:

Router forwards packets from one network to another network. When arrival rate of packets is greater than the service (departure) rate,
packets get buffered (queued). Once the buffer (queue) is completely filled, all arriving packets will be dropped.

Procedure:
In NetSim, Select “New=> Internetworks”.
Create /Design the Network

Devices Required: 1 Router, 3 Wired Nodes

Network Diagram:

Note: While creating network, first

Wired Nade C place the Router. Then place
3 Wired Node B, C and D as shown
here.

0] 1 = Connect Wired Node B

with Router first. Then connect
Wired Node C and Wired Node D
with Router

Wired Mode B Router A

Wired Made D

Sample 1.

Step 1: Configure the Network

Wired Node Properties:

Disable TCP in Wired Node B.

Right Click Wired Node B—>Properties



J. Wired Node 2

~TRANSPORT_LAYER
.. @ GENERAL_PROPERTIES —

-TCP

2. Deselect the Checkbox

- @ APPLICATION_LAYER

L_WTRANSPORT_LAYER

| 1. Select the Transport layer
= @ Interfacel_Ethernet

Protocol

Max_SYN_Retries

MSS(bytes)

| Congestion_Control_Algo ‘I‘EW_RB*JO

'5

Acknowledgement_Type |Undelayed

11460

Router Properties: Right click onRouter—>Properties. Set buffer size to 8 MB. Accept default values for remaining parameters.

i .. Router 1 rInterface1_Ethernet
- 4 GLOBAL_PROPERTIES r NETWORK_LAYER.
- 4 APPLICATION_LAYER Metwork Protocol IPY4
1. Go to each Interface e TRANSPORT LAYER
- @ NETWORK_LAYER IP_Address 11.1.1.1
: Subnet_Mask 2552
NIErTace. ¢ Erne H -
# Interface3 Fthernet Default_Gateway 2. Set BUffer Size =8
Buffer size(MB) E
. . . . . . . Scheduling FIFO
Wired Link Properties: Right clickipn Wired Link—>Prope H 5 and set the values.
Protocol ARP
Link Properties Wired Link 1 Wired Link 2
Uplink Speed (Mbps) 10 10
Downlink Speed (Mbps) 10 10
Uplink BER No Error No Error
Downlink BER No Error No Error

Step 2: Model Traffic in the Network

Select the Application Button and click on the gap between the Grid Environment and the ribbon. Now right click on Application and

select Properties.

? é .4 1 rs~electA lication button 7
o o | . s | - Properties

sl

-

/ | 2. Click anywhere above Grid |

200 250 300 I

3. Right click on

Change kon Application and

Remove

select properties

Application Properties: Modify the Application properties as specified in the left table.

Computer Network BVUCOEP



App]ication Type Custom M Application- Properties
L TDE:DE;E&BM Appl?cah:oniType CLSTOM v a ~
Source ID 2 (Wired Node B) st pome [ g
Source_Count 1 o
Destination ID 3 (Wired Node C) 2 < @
Destination_Count. 1 o
PaCket SIZG Destination_ID 3 v o
Start_Time(s) 0 o
- A A End_Time(s) 100000 o
Distribution Constant s 1o et e — ‘0
Encryption NONE v o
Value(Bytes) 1460 Random_Startup Faise 7o
- - D\stnhu;urv CONSTANT ~ o
Inter Arrival Time Yo Byten) e o
Distribution Constant Pt S v o
Value{micro sec) 1200] o .
Val u e(us) 1 200 Add Remove Accept Cancel
Enable packet trace to note down the dropped packets by filtering packet status to
“Buffer dropped”.
Step 3: Simulate
Simulation Time - 100 Sec
After completion of the experiment, “Save” the experiment for future analysis of results.
[~ - B @ ﬂ 4. Clickon Run
armic Run Enviranment View . .
etrics Simulation Settings Animatior Simulation
Steps to save an experiment:
Step 1: After simulation of the network, on the to m Web Print , click on the “Save Network and Result as”

button
¥ Simulation Results

Metwork_Metrics

Step 2: Specify the Experiment Name and Save Pa

Cueus_Metrics

TCP_Metrics




a MNetSim_Save = =

Where would you like to save your simulation experiment files ?

Select the felder name and the folder location for the experiment you are saving
Folder Name and Path
Folder Name
Experiment
MNOTE:
1. Simulation canfig file will be saved in this felder, if saved while creating the network

2. Simulation config file plus files for metrics, animation, trace and grahps will be sawved in this

folder, if saved from performance metrics window

Folder Path

ChUsershMetSim Browse

Sawve Cancel
Sample 2:
Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the wired link properties as shown below.

User can select the “View Network™ option, select the Edit button and modify only the wired link properties as shown below.

Fil= Help

%_.551

T
Pl atweork Results

® () B Q
Wired Link Properties: Right click on Wired Link->Properties and set the values.
Link Properties Wired Link 1 Wired Link 2
Uplink Speed (Mbps) 10 8.448
Downlink Speed (Mbps) 10 8.448
Uplink BER No Error No Error
Downlink BER No Error No Error

Step 2: Simulate

Simulation Time - 100 Sec



After completion of the simulation, “Save” the experiment for future analysis of results.

Sample 3:

Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the wired link properties as shown below.

Wired Link Properties: Right click on Wired Link—>Properties and set the values.

Link Properties Wired Link 1 Wired Link 2
Uplink Speed (Mbps) 10 6.312
Downlink Speed (Mbps) 10 6.312

Uplink BER No Error No Error
Downlink BER No Error No Error

Step 2: Simulate

Simulation Time - 100 Sec

After completion of the simulation, “Save” the experiment for future analysis of results.

Sample 4:

Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the wired link properties as shown below

Wired Link Properties: Right click on Wired Link—->Properties and set the values.

Link Properties Wired Link 1 Wired Link 2
Uplink Speed (Mbps) 10 2.048
Downlink Speed (Mbps) 10 2.048

Uplink BER No Error No Error
Downlink BER No Error No Error

Step 2: Simulate
Simulation Time - 100 Sec
After completion of the simulation, “Save” the experiment for future analysis of results.

Sample 5:
Step 1: Configure the Network
Follow all the steps as shown in Sample 1 and modify only the wired link properties as shown below

Wired Link Properties: Right click on Wired Link—>Properties and set the values.




Link Properties Wired Link 1 Wired Link 2
Uplink Speed (Mbps) 10 1.54
Downlink Speed (Mbps) 10 1.54

Uplink BER No Error No Error
Downlink BER No Error No Error

Step 2: Simulate

Simulation Time - 100 Sec

After completion of the simulation, “Save” the experiment for future analysis of results.

Sample 6:

Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the wired link properties as shown below

Wired Link Properties: Right click on Wired Link->Properties and set the values.

Link Properties Wired Link 1 Wired Link 2
Uplink Speed (Mbps) 10 0.064
Downlink Speed (Mbps) 10 0.064

Uplink BER No Error No Error
Downlink BER No Error No Error

Step 2: Simulate

Simulation Time - 100 Sec

After completion of the simulation, “Save” the experiment for future analysis of results.
Analysis of Result

Click on packet trace and filter packet status column to “Buffer dropped” and note down the dropped packets for all samples as shown
in below screenshot.



SAte2

Sartite A

Savg by Coler

Cleas Filter Froen "PACKET STATUS”

Test Fitars
Sewch

W Select Ay
¥ Bufter_Dropped
Ll Succenstut

Similarly please follow the same steps for all the saved experiments and note down the Dropped Packets values and Wired Link 2
speed of that sample. It will be as shown below.

Sample Link Speed of Wired Number of packets
Number Link2 (Mbps) dropped
1 10 0

2 5448 7158
3 6.312 24772
4 2.048 59953
5 1.54 64146
6 0.064 76330
Graph |
Dropped packet
g 1o
E 20000

20000
10000

o 2 4 [ B8 10 iz
Link speed of wire link 2
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EXPERIMENT 07
Aim: Implementation of TCP-UDP through NetSIM
Theory:
TCP:

TCP recovers data that is damaged, lost, duplicated, or delivered out of order by the internet communication system. This is achieved
by assigning a sequence number to each octet transmitted, and requiring a positive acknowledgment (ACK) from the receiving TCP.
If the ACK is not received within a timeout interval, the data is retransmitted. At the receiver side sequence number is used to
eliminate the duplicates as well as to order the segments in correct order since there is a chance of “out of order” reception. Therefore,
in TCP no transmission errors will affect the correct delivery of data.

UDP:

UDP uses a simple transmission model with a minimum of protocol mechanism. It has no handshaking dialogues, and thus exposes
any unreliability of the underlying network protocol to the user's program. As this is normally IP over unreliable media, there is no
guarantee of delivery, ordering or duplicate protection.

Procedure:
In NetSim, Select “New—> Internetworks”.
Create /Design the Network

Devices Required: 1 Router, 3 Wired Nodes

Network Diagram:

m Note: While creating network, first
_— place the Router. Then place

viredNodes . Wired Node B, C and D as shown
[>= S here.

v e MretdeD Connect Wired Node B

! with Router first. Then connect

Wired Node C Wired Node C and Wired Node D

with Router

Sample 1.

Step 1: Configure the Network

Wired Node Properties:

Disable TCP in Wired Node B and C.

Right Click Wired Node B->Properties



Ju Wired Node 2 rTRANSPORT_LAYER | 2. Deselect the TCP checkbox [——
. @ GENERAL_PROPERTIES|| | - TCP—————— —
— & APPLICATION_LAYER ||| protocol

- E
1. Select the Transport

-

ANSPORT L

G ion_Control_Algo '[IEW_RBD

_SYN_Retries
Admowledgement_Type |Undelayed

s

Step 3: Model Traffic in the Network

Select the Application Button and click on the gap between the Grid Environment and the ribbon. Now right click on Application and

select Properties.

=

wsn
Agent

| 1. Select Application button |
% | 2. Click anywhere above Grid |

250 300 |

Change kcon
Remove

|

200

NOTE: The procedure to create multiple applications is as follows:

Step 1: Click on the ADD button present in the bottom left corner to add a new application.

| Application r Application 1

# Applcation! Application_Method | UNICAST v|o

L @ Application2 sppication Ty |CUSTDM V|o
application D [1 |o
Application_Name |App1_cusTom | o
Source_Count | 1 | o
Source_ID [2 v|o
Destination_Count | 1 | o
Destination_ID |4 v | o
Start Time(s) o | o
End_Time(s) | 100000 | i)
Src_to_Dest [show e v 0
Encryption [none v|o
Random_Startup |Fawse v| 0
-PACKET_SIZE
Distribution [consTanT vl (i )
Value Bytes) | 1460 | 0
~INTER_ARRIVAL_TIME
Distributian |consTANT vl 0
Value(micro sec) |10000| | o

]

Application Properties:

Computer Network

1 |

—
]
|

3. Right click on
Application and
select properties

BVUCOEP




Create two Applications and set the values as shown below.

Application Type

Custom

Custom

Source ID

2(Wired Node B)

3(Wired Node C)

Destination ID

4(Wired Node D)

4(Wired Node D)

Packet Size

Distribution Constant Constant
Value(Bytes) 1460 1460
Inter Arrival Time

Distribution Constant Constant
Value(us) 10000 10000

Step 4: Simulate

.It Click on Run

amic SimulatiOn

etrics

Simulation Time - 100 Sec

After completion of the experiment, “Save” the experiment for future analysis of results.

Steps to save an experiment:

Step 1: After simulation of the network, on the toj m

Step 2: Specify the Experiment Name and Save Pi - [T 0 EL y Bal=ai] (i

, click on the “Save” button

Metwork_Metrics

Queus_Metrics

TCP_Metrics



a NetSim_Save = =

Where would you like to save your simulation experiment files ?

Select the folder name and the folder location for the experiment you are saving
Folder Name and Path
Folder Name

Experiment

MNOTE:
1. Simulation config file will be saved in this folder, if saved while creating the network
2. Simulation config file plus files for metrics, animation, trace and grahps will be saved in this

folder, if saved from performance metrics window

Folder Path
ChUsers\MNetSim Browse
Sample 2:

Step 1: Model Traffic in the Network

Follow all the steps as shown in Sample 1 and modify only the Application properties as shown below.

OR

User can also select the “View Network™ option, select the Edit button and modify only the Application properties as shown below.

Fil= Help

- .- C O}

Aan ) w Zoom In

T il e T = Sienulation mation
T Results

Application Properties:

Create 2 Application and set the values as shown below

Application Type Custom Custom

Source ID 2(Wired Node B) 3(Wired Node C)
Destination ID 4(Wired Node D) 4(Wired Node D)
Packet Size

Distribution Constant Constant
Value(Bytes) 1460 1460

Inter Arrival Time




Distribution

Constant

Constant

Value(us)

5000

5000

Step 2: Simulate

Simulation Time - 100 Sec

After completion of the simulation, “Save” the experiment for future analysis of results.

Sample 3:

Step 1: Model Traffic in the Network

Follow all the steps as shown in Sample 1 and modify only the Application properties as shown below

Application Properties:

Create 2 Application and set the values as shown below

Application Type

Custom

Custom

Source ID

2(Wired Node B)

3(Wired Node C)

Destination ID

4(Wired Node D)

4(Wired Node D)

Packet Size

Distribution Constant Constant
Value(Bytes) 1460 1460
Inter Arrival Time

Distribution Constant Constant
Value(pss) 2500 2500

Step 2: Simulate

Simulation Time - 100 Sec

After completion of the simulation, “Save” the experiment for future analysis of results.

Analysis of Result

In simulation results window go to “TCP metrics” and note the Number of Segments Sent, Segments Received and Datagram Sent,
Datagram Received available in the UDP Metrics of “simulation results” Do the same procedure for the rest 5 samples.




NOTE - To create Graph in Excel 2010, follow the steps
1. Copy the data in an Excel sheet.
2. Select the data. Go to Insert-> Column (under Charts)—> Clustered Column.

@HE9--s Bookl - Microsoft Excel -
Bl o | - set | Pagelayout  Formulas  Data  Review  View  FoutReaderPDF  Team c@od R
\]3 j ]| E® §Pshapes~ ﬂ‘,mm-..m- Ptine =] a I 3 4~ T equation ~
H | (ol RE e =l =
HE P cranan @ ric - | Sctter - & Column ) - 2 symbol
PivotTable Table | Picture Clip .. (Column Slicer | Hyperlink =~ Text Header
g At &3 Screenshot ~ ~ | BpBar~ §)Other Charts - | [7 Win/Loss Box & Footer "8
Tables ustrations 20 Column parkiines | _Fiter | _Links Text symbols
cs - £ Tep 7 i [+
A B (o | ‘H\II A [ 1 K L ™M N ‘f’
= 3-D Column
2 , - . -
3 l d
4 | |’ 1 i
=l s

Graph |

(Note: The “Packets transmitted successfully” for TCP is Segments Received and for UDP is Datagram Received of the destination

50000 TCP vs UDP

40000

30000

20000 |Tcp

i UDP

10000

0 -

Packets transmitted successfully

10000 Inter arrival‘ri ionQ % (Micro Sec) 2500

node i.e., Wired Node 3)

Number of packets transmitted successfully in TCP and UDP

Graph 1l
Number of lost packets in TCP and UDP

(Note: To get the “No. of packet lost”, For TCP, get the difference between Segments Sent and Segments Received and for UDP, get
the difference between Datagram Sent and Datagram Received)

TCP vs UDP
1000
500
0 ’ ‘ ’ * . + TCP

Expl Exp2 Exp3 ~—UDP

Experiment list

No.of packet lost
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EXPERIMENT 08
Aim: Establishing a different Networks through NetSIM
Theory:
Bit error rate (BER):

The bit error rate or bit error ratio is the number of bit errors divided by the total number of transferred bits during a studied time
interval i.e.

BER=Bit errors/Total number of bits

For example, a transmission might have a BER of 10-%, meaning that on average, 1 out of every of 100,000 bits transmitted exhibits an
error. The BER is an indication of how often a packet or other data unit has to be retransmitted because of an error. Unlike many other
forms of assessment, bit error rate, BER assesses the full end to end performance of a system including the transmitter, receiver and
the medium between the two. In this way, bit error rate, BER enables the actual performance of a system in operation to be tested.

Packet Error Rate (PER):

The PER is the number of incorrectly received data packets divided by the total number of received packets. A packet is declared
incorrect if at least one bit is erroneous.

Procedure:
In NetSim, Select “New=> Internetworks”.
Create /Design the Network

Devices Required: 2 Switches, 6 Wired Nodes

Network Diagram:

Wired Mode A

Wired Mode D

Wired Node B L2 Switch G L2 Switch H Wired Mode E

Wired Mode C Wired Mode F



Note: While creating network, place the devices according to the Node ID given in

diagram above in order to easily understand the settings to be configured as provided in
this manual.

For example: Figure shows Wired Node A has Node ID 1 and Wired Node B has Node
ID 2.So first place a Wired Node at the location of Wired Node A and then at Wired
Node B and so on.

Sample 1:

Step 1: Configure the Network

Wired Node Properties:

Disable TCP in Wired Node A.

. Wired Mode 1 -TRAMSPORT _LAYER
i # GEMERAL_PROPERTIES| ||| f TCP

i APPLICATION | AYER Protocol 2. Deselect TCP Checkbox
i ~NSPORT_LAYER.

Congestion_Control_Algo | NEW_REMO

1. Select Transport layer

Max_SYM_Retries 5

Acknowledgement_Type |Undelayed

MSS(bytes) 14960

Wired Link Properties: Right click on Wired Link->Properties and set the values.

Link Properties Wired Wired Wired Wired Wired Wired
Link 1 Link 2 Link 3 Link 4 Link 5 Link 6
Uplink Speed (Mbps) 10 10 10 10 10 10
Downlink Speed (Mbps) 10 10 10 10 10 10
Uplink BER No Error No Error No Error No Error No Error No Error
Downlink BER No Error No Error No Error No Error No Error No Error

Step 2: Model Traffic in the Network

Select the Application Button and click on the gap between the Grid Environment and the ribbon. Now right click on Application and
select Properties.



Application Properties:

Step 3: Simulate

Application Type

Custom

Source ID

1 (Wired Node A)

Destination ID

4 (Wired Node D)

Packet Size

Distribution Constant
Size (Bytes) 1460
Packet Inter Arrival Time

Distribution Constant
Inter Arrival Time 2500

Go to Static ARP configuration and disable static ARP.

M

P
¥
T

wirie

| ] Run Simulation

Click on Run
simulation

Simulation Configuration{ Static ARP Configuration
Static ARP

Static ARP

File Path

Simulation Time - 100 Sec

After completion of the experiment, “Save” the experiment for future analysis of results.

Sample 2:

Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the Wired Link properties as shown below.

OR

User can select the “View Network™ option, select the Edit button and modify only the wired link properties as shown below.



File

Tt
P oo Tt e |

=) |

Help

e

Tl
Reswult=s

= v

>

Wiew
Andmation

Tagm In

Wired Link Properties: Right click on Wired Link->Properties and set the values.

Step 2: Simulate

Sample 3.

Link Properties Wired Wired Wired Wired Wired Wired
Link 1 Link 2 Link 3 Link 4 Link 5 Link 6
Uplink Speed (Mbps) 10 10 10 10 10 10
Downlink Speed (Mbps) 10 10 10 10 10 10
Uplink BER 107 107 107 107 107 107
Downlink BER 107 107 107 107 107 10°
Go to Static ARP configuration and disable static ARP.
Simulation Time - 100 Sec
After completion of the experiment, “Save” the experiment for future analysis of results.
Step 1: Configure the Network
Follow all the steps as shown in Sample 1 and modify only the Wired Link properties as shown below
Wired Link Properties: Right click on Wired Link->Properties and set the values.
Link Properties Wired Wired Wired Wired Wired Wired
Link 1 Link 2 Link 3 Link 4 Link 5 Link 6
Uplink Speed (Mbps) 10 10 10 10 10 10
Downlink Speed (Mbps) 10 10 10 10 10 10
Uplink BER 10° 10® 10° 10° 10° 10°%
Downlink BER 10° 10°® 10° 10° 10° 10°®

Step 2: Simulate

Go to IP and ARP configuration and disable static ARP.

Simulation Time - 100 Sec

After completion of the experiment, “Save” the experiment for future analysis of results.




Sample 4:

Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the Wired Link properties as shown below

Wired Link Properties: Right click on Wired Link->Properties and set the values.

Link Properties Wired Wired Wired Wired Wired Wired
Link 1 Link 2 Link 3 Link 4 Link 5 Link 6

Uplink Speed (Mbps) 10 10 10 10 10 10
Downlink Speed (Mbps) 10 10 10 10 10 10
Uplink BER 107 107 10”7 10”7 10”7 107
Downlink BER 107 107 107 107 107 10-7

Step 2: Simulate

Go to IP and ARP configuration and disable static ARP.

Simulation Time - 100 Sec

After completion of the experiment, “Save” the experiment for future analysis of results.

Sample 5:

Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the Wired Link properties as shown below

Wired Link Properties: Right click on Wired Link->Properties and set the values.
Link Properties Wired Wired Wired Wired Wired Wired

Link 1 Link 2 Link 3 Link 4 Link 5 Link 6

Uplink Speed (Mbps) 10 10 10 10 10 10
Downlink Speed (Mbps) 10 10 10 10 10 10
Uplink BER 10° 10° 10° 10° 10° 10°
Downlink BER 10°® 10° 10°® 10° 10° 10-6

Step 2: Simulate

Go to Static ARP configuration and disable static ARP.

Simulation Time - 100 Sec

After completion of the experiment, “Save” the experiment for future analysis of results.

Analysis of Result




Go to File =>Analytics,

1. Click Browse button = select the Metrics.txt File inside the first saved experiment folder

2. Add the remaining 5 sample experiments by repeating the above step.

3. Select the Metrics - Select the coordinates for Y-axis by clicking on the dropdown menu. User should select “Packets Errored”.

Comparison Chart:

Open the Metrics window of the first saved sample and note down the “Throughput” value available under “Application Metrics”,
similarly please follow the same steps for all the saved samples and note down the throughput values and create graph in Excel as
shown below.

Graph 11: Error Rate Vs Throughput

Error Rate vs Throughput

4.7

4.65 b ¢ ~— ‘=0\
N\
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»
o

4.55

Throughput
&

4.45
4.4

No Error 107-9 107-8 107-7 107-6

Error Rate




EXPERIMENT 08

Aim: To simulate an Ethernet LAN using NetSIM through n nodes and set multiple traffic nodes and determine collision across
different nodes

Data Rate:

Data Rate is the speed at which data can be transmitted from one device to another. It is often measured in megabits (million bits) per
second.

Procedure:
In NetSim, select “New=> Internetworks”.
Create /Design the Network

Devices Required: 2 Switches, 6 Wired Nodes

Network Diagram:

L2 Switch H Wired Node E

Wired Mode C Wired Node F

Note: While creating network, place the devices according to the Node ID given in
diagram above in order to easily understand the settings to be configured as provided in
this manual.

For example: Figure shows Wired Node A has Node ID 1 and Wired Node B has Node
ID 2.So first place a Wired Node at the location of Wired Node A and then at Wired
Node B and so on.

Step 1: Configure the Network

Wired Node Properties:

Disable TCP in Wired Node A.



Wired Node 1 [ TRANSPORT_LAYER -
® GENERAL_PROPERTIES| ||| f TCP

@ APPLICATION LAYER Protocol 2. Deselect TCP Checkbox
o GIUESTEVYED |||

Congestion_Control_Algo NEW_RENO

1. Select Transport layer

_| Max_SYN_Retries 5

Acknowledgement_Type Undelayed

MSS(bytes) 1460

Wired Link Properties: Right click on Wired Link->Properties and set the values.

Link Properties Wired Wired Wired
Link 1 Link 4 Link 6
Uplink Speed (Mbps) 20 20 20
Downlink Speed (Mbps) 20 20 20
Uplink BER No Error No Error No Error
Downlink BER No Error No Error No Error

Step 2: Model Traffic in the Network

Select the Application Button and click on the gap between the Grid Environment and the ribbon. Now right click on Application and
select Properties.

Application Properties:

Application Type Custom

Source ID 1 (Wired Node A)
Destination ID 4 (Wired Node D)
Packet Size

Distribution Constant

Size (Bytes) 10000

Packet Inter Arrival Time

Distribution Constant

Inter Arrival Time 1000

Step 3: Simulate
Simulation Time - 10 Sec

After completion of the experiment, “Save” the experiment for future analysis of results.



Sample 2:

Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the Wired Link properties as shown below

OR

User can also select the “View Network™ option, select the Edit button and modify only the wired link properties as shown below.
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Wired Link Properties :Right click on Wired Link->Properties and set the values.

Step 2: Simulate

Link Properties Wired Wired Wired
Link 1 Link 4 Link 6
Uplink Speed (Mbps) 40 40 40
Downlink Speed (Mbps) 40 40 40
Uplink BER No Error No Error No Error
Downlink BER No Error No Error No Error

Simulation Time — 10 Sec

After completion of the experiment, “Save” the experiment for future analysis of results.

Sample 3.

Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the Wired Link properties as shown below

Wired Link Properties: Right click on Wired Link->Properties and set the values.

Link Properties Wired Wired Wired
Link 1 Link 4 Link 6
Uplink Speed (Mbps) 60 60 60
Downlink Speed (Mbps) 60 60 60
Uplink BER No Error No Error No Error




Downlink BER No Error No Error No Error

Step 2: Simulate

Simulation Time - 10 Sec

After completion of the experiment, “Save” the experiment for future analysis of results.
Sample 4:

Step 1: Configure the Network

Follow all the steps as shown in Sample 1 and modify only the Wired Link properties as shown below

Wired Link Properties: Right click on Wired Link->Properties and set the values.

Link Properties Wired Wired Wired
Link 1 Link 4 Link 6
Uplink Speed (Mbps) 80 80 80
Downlink Speed (Mbps) 80 80 80
Uplink BER No Error No Error No Error
Downlink BER No Error No Error No Error

Step 2: Simulate
Simulation Time - 10 Sec
After completion of the experiment, “Save” the experiment for future analysis of results.

Analysis of Result

Open the Metrics window of the first saved sample and note down the “Throughput” value available under “Application Metrics”,
similarly please follow the same steps for all the saved samples and note down the throughput values and create graph in Excel as
shown below.

Graph I: Data Rate Vs Throughput
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Theory:

Carrier Sense Multiple Access Collision Detection (CSMA / CD)

This protocol includes the improvements for stations to abort their transmissions as soon as they detect a collision. Quickly
terminating damaged frames saves time and bandwidth. This protocol is widely used on LANSs in the MAC sub layer. If two or more
stations decide to transmit simultaneously, there will be a collision. Collisions can be detected by looking at the power or pulse width
of the received signal and comparing it to the transmitted signal. After a station detects a collision, it aborts its transmission, waits a
random period of time and then tries again, assuming that no other station has started transmitting in the meantime.

Procedure:
To create Scenario go to NetSim, New - Legacy Networks - CSMA/CD.

Click & drop Hub and Wired Nodes onto the Simulation Environment as shown below.

Wired Mode B Wired Node C

Sample Input:

Samplel:



Set the wired link and application properties as shown below:

Wired Link Properties:

Application Properties:

Link Properties

Values to be Selected

Link speed

10

Application Properties

Application Method Unicast
Application type Cbr
Source ID 2
Destination 1D 3
Packet Size 1460
Inter Arrival Time 20000

Accept default properties for hub and wired nodes.

Simulation Time- 10 Seconds

(Note: The Simulation Time can be selected only after doing the following two tasks,

e  Setthe properties of Wired Nodes and Hub

e Then click on Run simulation).

Sample2:

Drop one more wired node and connect to hub as shown below.

Appl _CER

Wired Node B

Wired Node C

Set application properties shown below:




Application Properties:

Application Properties

Run simulation for 10 seconds.

Sample 3:

Application Properties:

Sample 4:

Application Properties:

Application Method Unicast Unicast
Application type cbr Cbr
Source ID 2 3
Destination ID 3 4
Packet Size 1460 1460
Inter Arrival Time 20000 20000
Drop one more wired node, connect to hub and create application from 4 to 5.
Application Properties
Application Method Unicast Unicast Unicast
Application type cbr cbr Cbr
Source ID 2 3 4
Destination 1D 3 4 5
Packet Size 1460 1460 1460
Inter Arrival Time 20000 20000 20000
Drop one more wired node, connect to hub and create application from 5 to 6.
Application Properties
Application Method | Unicast Unicast Unicast Unicast
Application type cbr cbr cbr Cbr
Source ID 2 3 4 5




Destination ID 3 4 5 6
Packet Size 1460 1460 1460 1460
Inter Arrival Time 20000 20000 20000 20000

Output:

Collision Determination:

e Once the simulation is completed “CollisionCount.txt” file will be written in the temp path of the operating system. To reach
the temp folder Click Start - Run and then type %temp%/NetSim

e Open the file in Excel. (Note: Please refer, Help > NetSim Help F1->Generating Packet Trace >How to import Packet

Trace to Excel?)

In Excel go to Data and select Filter option then filter will be applied to all columns. And then click on the “Source ID” Filter and
select “Sort Smallest to Largest” to view the “Collision_Count” for the particular source together as shown in the figure.
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36 1 7 9015.2
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54 1 9 26806.4
58 1 10 368224
65 1 11 57947.2
80 1 12 100180.8
88 1 13 112625.6
97 1 14 163315.2
101 1 13 1781504
154 1 16 210267.2
172 1 17 253935.2
174 1 18 255220.8
176 1 19 2564864
178 1 20 256572.8
180 1 21 257889.6
182 1 22 259155.2
184 1 23 260472
186 1 24 263019.2
100 1 a5 25472 O b
4 4 » ¥ | sheetl ~Sheet2 ~Sheet3 “¥J 0| I T
Ready 1146 of 5872 records found WERIT = 0 +

Comparison Table:



If collision occurs, the entry will be added in the table by incrementing the “Collision _Count” field value by 1. So the last entry of the
particular “Source ID” will consist of “Total Collision_Count”. Likewise note down the Collision_Count for all the Sources and add
it.

Sample No. Sum of Collision Count
1 0

2 17552

3 58593

4 104784

Inference

As expected we see a large number of collisions in each node. Further, we notice that the number of collided packets in each node is
approximately the same showing the inherent “fairness” of CSMA / CD.

Performance studies indicate that CSMA/CD performs better at light network loads. With the increase in the number of stations
sending data, it is expected that heavier traffic have to be carried on CSMA/CD LANs (IEEE 802.3). Different studies have shown that
CSMAJ/CD performance tends to degrade rapidly as the load exceeds about 40% of the bus capacity. Above this load value, the
number of packet collision raise rapidly due to the interaction among repeated transmissions and new packet arrivals. Collided packets
will back off based on the truncated binary back off algorithm as defined in IEEE 802.3 standards. These retransmitted packets also
collided with the newly arriving packets.



EXPERIMENT 09
Aim: Learning File Transfer protocol and other protocols.

Theory:
DNS configuration on Linux Machine

Administering DNS in Linux is in fact really simple. The first-time configuration though can prove quite tricky.
Just follow the instructions that follow to have your DNS server setup using bind9 — the most popular and reliable
DNS server.

First, let’s install the DNS server:
Yum -y install bind9 //sudo-apt-get install bind9 --for ubuntu
cd /etc/bind

Add a new forward and backward lookup zone to config file. It is assuming that the IP you want to resolve
example.com site is 192.168.0.50. In real life this would be your external IP address which is serving your
website/email. We are also creating reverse zone. Reverse zone name is created by removing the last umber from
the IP (50 in our case) and reversing the rest. Then “in-addr.arpa” is added. So for 192.168.0.50 IP the reverse zone
will be 0.168.192.in-addr.arpa. Right, let’s go for it! Edit /etc/bind/named.conf.local (e.g. vi
[etc/bind/named.conf.local) and put this in the end of the file:

zone "example.com™ {
type master;
file "/etc/bind/zones/example.com.db";

kb

zone "0.168.192.in-addr.arpa" {
type master;
file "/etc/bind/zones/rev.0.168.192.in-addr.arpa";

kb

Now save the file and let’s create the actual zones.

mkdir /etc/bind/zones
cd /etc/bind/zones
vi example.com.db

Put this in the example.com.db file:

$TTL 1h
example.com. IN  SOA  ns.example.com. webadmin@example.com. (
2009010910 ;serial
3600 ;refresh
3600 ;retry
3600 ;expire
3600 ;minimum TTL
)

example.com. IN NS  ns.example.com.


mailto:webadmin@example.com

example.com. IN MX 10  mail.example.com.
example.com. IN MX 20  mail.example.com.

@ IN A  192.168.0.50

www IN A 192.168.0.50

mail IN  A192.168.0.50

ns IN A 192.168.0.50

example.com. IN TXT "v=spflamxip4:192.168.0.50 -all"
example.com. IN  SPF "v=spflamxip4:192.168.0.50 -all"

This means that example.com, www.example.com and mail.example.com as well as ns.example.com will resolve to
the same address of 192.168.0.50. | have also added SPF and TXT records which hold the spf mail filtering rules. It
is quite simple in fact and doesn’t require any changes on your mail server whatsoever. The above spf lines should
be rad as follows:

e v=spfl — version 1 of SPF

e amxip4:192.168.0.50 — servers which are allowed to send email from “@example.com” email address are
the ones listed in the a records, the mx records and also 192.168.0.50 IP address.

e -all —no one else is allowed to send mail from “@example.com”

The remote servers upon receiving mail (if they have spf-checks implemented) will lookup your spf records and
then compare them with who actually sent them email from “@example.com”. This ensures that no-one can send
email from a forged IP stating their FROM email address is “@example.com”. This way you ensure no spam mail
will be sent from your domain name, even from remote servers. And it is just adding 2 lines to your DNS zone

Right, let’s create the reverse zone file then:

vi rev.0.168.192.in-addr.arpa

Put this in the file

$TTL 1h

@ IN SOA ns.example.com. webadmin@example.com. (
2008112111 ;serial
3600 ;refresh

3600 ;retry
3600 ;expire
3600 ;minimum TTL
)
IN NS ns.example.com.
50 IN PTR example.com

As the zone already tells the server it is a 192.168.0 starting IP address (from 0.168.192.in-addr.arpa domain), we
only put the last number (50 in this case) of the IP address and the corresponding reverse lookup records. You should
always have reverse zones for domains that receive and send email addresses as some mail servers are very strict on
this and might blacklist you otherwise.

That should do the trick and this DNS server should soon respond to queries to example.com with an actual IP
Now a very important step is to stop this server from being an open DNS server. To the outside world it should only
respond to queries for domains it is configured as an authoritative server. Otherwise, anyone can use your DNS
server like opendns :/

vi /etc/bind/named.conf.options


mailto:webadmin@example.com
http://www.example.com/

# at the end of the file, just above the enclosure "};" which ends the options part, insert this line
# this is assuming you want to allow all lookups from your internal network

# and that your internal network is 192.168.24.0/24

allow-recursion { 127.0.0.1; 192.168.24.0/24; };

Restart BIND and do some tests:

# restart bind name server (hamed)

[etc/init.d/bind9 restart

# if that hangs, ctrl+c the restart. Then run the below 2 commands:
NMD="ps -A |grep named |grep -V grep |cut-d " " -f 17; kill -9 $SNMD
[etc/init.d/bind9 start

# test new configuration. you should get your 192.168.0.50

dig @localhost example.com

dig @localhost -x 192.168.0.50

# configure machine to use our DNS server as the main one

vi /etc/resolv.conf

# add the below line as the first nameserver entry

nameserver 127.0.0.1

# save the file, no need to restart anything

One final test:

dig example.com

dig -x 192.168.0.50

And we are done. BIND is configured and setup to serve example.com domain. Now you should login to your DNS
provider and point the name servers to your server if you want to handle DNS resolution for your domain. If you
want to have your DNS server to actually respond you will need to open port 53 UDP and TCP to the internet (as
DNS listens on these ports). If you followed my manual on setting up your sshdfilter and firewall, then to open port

53, do this:

iptables -1 INPUT -p udp -m udp --dport 53 -j ACCEPT
iptables -1 INPUT -p tcp -m tcp --dport 53 -j ACCEPT
iptables-save > /etc/iptables-rules

DHCP Communication Processes

DHCP clients and servers go through a series of exchanges in the process of assigning IP addresses and other
network settings. They follow these message types, in order:

e  First, the client broadcasts a DHCPDiscover message designed to locate a DHCP server and suggest values
for the network address and lease duration.
e Second, one or more DHCP servers respond with a DHCPOffer, which offers configuration information for
the client.

e  The client then broadcasts a DHCPRequest message to, by default, the nearest DHCP server. This accepts the

offered configuration information.

e  The server then transmits either a DHCPAck or a DHCPNACK message. The DHCPAck confirms a DHCP

client's IP address; the DHCPNack declines the client's request.

e Aclient might also transmit a DCHPDecline if it senses that an offered address is already in use. This declines

an offered IP address. In this case, the client will have to start the process all over again.

e A DHCP client will send a DHCPRelease to relinquish its IP address and end its lease. This request is sent to

the DHCP server that issued the lease.

A client can also send a DHCPInform message requesting local configuration information only.



Initial Lease Request

These clients may be new to a network or subnet, or their lease expired after being unable to renew. The initial lease
request follows this process:

1. First, the client will seek a DHCP server by broadcasting a DHCPDiscover request. It will wait one second for
a response. If it does not receive one, it will rebroadcast its request at intervals of 9, 13, and 16 seconds, with a
variable between 0 milliseconds and 1 second. If it cannot reach a DHCP server, it will create an ad-hoc address
called an Automatic Private IP Addressing (APIPA) while continuing to broadcast DHCPDiscover requests
every 5 minutes. APIPA addresses are IP addresses starting with 169.254.

2. If the client succeeds in finding the DHCP server responsible for its subnet, it answers with a DCHPOffer
message, which offers an IP address. Often, more than one server will be able to respond. The server(s) will
temporarily reserve the IP address in anticipation of acceptance.

3. When the client receives the DHCP offer or offers, it will choose one and accept it by broadcasting a
DHCPRequest. By default, the client will accept the offer of the DHCP server closest to it. Since it is a broadcast,
all other servers will know that the client has accepted one of the offers.

4. The DHCP server creates a lease for the address it offered, makes the appropriate changes to its database of
available and leased IP addresses, and confirms the IP address assignment with a DHCPAck message.

Lease Renewals

When a DHCP client powers on or connects to the network, it will confirm that it can continue to use its currently
assigned address. If so, the lease is renewed and the expiration date extended. If not, they will try to renew after 50
percent of the lease time has expired. This renewal time value is referred to as T1.

If the T1 attempt fails, the client will try again after 87.5% of the lease has expired. If unsuccessful, it will broadcast
a DHCPDiscover request to receive an IP address from any DHCP server on its network. This binding time value is
referred to as T2.

DHCP renewals use a two-message communication process. A DHCP client makes a request to renew its current
address by sending a DCHPRequest for the renewal of the lease it currently holds. When the server receives the
client's request, it sends a DHCPAck to confirm that the DCHP lease and any DCHP options have been updated.
This information includes a new expiration date for the lease.

If a client cannot reach a DHCP server before its lease expires, it will attempt to acquire a new IP address through
the Initial Release process.

dhcpd.conf File

You can define your server configuration parameters in the dhcpd.conf file which may be located in the /etc the
/etc/dhcpd or /etc/dhcp3 directories depending on your version of Linux.

Note: The skeleton dhcp.conf file that is created when you install the package may vary in its completeness. In
Ubuntu / Debian, the skeleton dhcpd.conf file is extensive with most of the commands deactivated with a # sign at
the beginning. In Fedora / RedHat / CentOS an extensive sample is also created with activated commands. It is
found in the following location which you can always use as a guide.

lusr/share/doc/dhcp*/dhcpd.conf.sample
Note: The dhcpd.conf configuration file formats in Debian / Ubuntu and Redhat / Fedora are identical.

The main DHCP configuration file should be located at /etc/dhcpd.conf, however it is sometimes missing. This is
a configuration safeguard to stop users from accidentally starting a DHCP server without fully configuring its
details. Having any unplanned DHCP servers operating on a network can result in major network problems.
Therefore the administrator must create the configuration before implementing its services, a physical task to
reduce error (some distributions may have the file available).



[bash]# vi /etc/dhcpd.conf

The following configuration file is an example for a typical home / small office network.

7 Be sure to change parameters to suit your network and domain name.

# DHCP Server Config File
ddns-update-style none;
ignore client-updates;

option domain- "example.com";
name 86400; # 24 hours

subnet 192.168.1.0 netmask 255.255.255.0 {

option routers 192.168.1.1;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.1.255;

option domain-name-servers  192.168.1.1;

Setting Fixed Addresses
There may be a time when it is necessary for a workstation to be assigned a fixed address, this can be easily
achieved by setting the following details in the bottom of the /etc/dhcpd.conf file.

host wkstn1 {

hardware ethernet
00:0d:62:d7:a0:12; fixed-address

Setting Daemon Options
The DHCP daemon can be configured with command line options by using the /etc/sysconfig/dhcpd file. For

security, DHCP can be bound to an interface so the allocation of addresses are only available to the private internal
network.

[bash]# vi /etc/sysconfig/dhcpd

Setting this option provides queries and assignment only through this interface.

# Command line options here DHCPDARGS=eth1



There are many more options statements you can use to configure DHCP. These include telling the DHCP clients
where to go for services such as finger and IRC. Check the dhcp-options man page after you do your install:

[root@bigboy tmp]# man dhcp-options
DHCP Servers with Multiple NICs

Fedora / RedHat / CentOS: The /etc/sysconfig/dhcpd file must be edited and the DHCPDARGS variable edited to
include the preferred interface. In this example interface ethO is preferred.

# File: /etc/sysconfig/dhcpd
DHCPDARGS=¢ethl

Configuring a DHCP Client

Setting up a Linux for dhcp can be done by editing file using a text editor such as vi:

# vi /etc/sysconfig/network-scripts/ifcfg-ethO
Following is sample static configuration:

DEVICE=eth0
BOOTPROTO=static

HWADDR=00:19:D1:2A:BA:A8

IPADDR=10.10.29.66

NETMASK=255.255.255.192

ONBOOT=yes

Replace static configuration with DHCP:

DEVICE=eth0
BOOTPROTO=dhcp

HWADDR=00:19:D1:2A:BA:A8

ONBOOT=yes

The parameters specified in the above sample file are explained below. For more detailed information about the
configuration options available, type "man dhcpd.conf" or "man dhcp-options" at the command prompt.

Parameter
ddns-update-style
ignore client-updates
lease-file-name
Authoritative

option domain-name

option domain-name-
servers

default-lease-time
max-lease-time

option routers

option subnet-mask
option broadcast-address
option ntp-servers

option netbios-name-
server

option nethios-node-type

Definition

Type of DDNS update to use with local DNS Server

Ignore all client requests for DDNS update

Filename that stores list of active IP lease allocations

Set as master server, protects against rogue DHCP servers and misconfigured clients
Specifies the Internet Domain Name to append to a client's hostname

The DNS servers the clients should use for name resolution

The default time in seconds that the IP is leased

The max time in seconds that the IP is leased
Specifies the Gateway for the client to use

The subnet mask specific to the lease range

The broadcast address specific to the lease range
Network Time Protocol servers available to the clients

The NetBIOS name server (WINS)

The NetBIOS name resolution method (8=hybrid)



The range of valid IP addresses available for client offer

Your Task: Study yourself for Web and FTP server installation and configurations on Linux

DHCP configuration on CISCO Router: Consider the following setup

Router(config)# int fa0/0

Router (config-if)#ip address 192.168.10.1 255.255.255.0
Router (config-if)#exit

Router (config-if)#ip dhcp pool dhclab
Router(dhcp-config)# network 192.168.10.0 255.255.255.0
//network network-number [mask | /prefix-

length]  Router(dhcp-config)#default-router
192.168.10.1

Router(dhcp-config)#dns-server 192.168.10.2
Router(dhcp-config)# exit

Router(config)# ip dhcp excluded-address 192.168.10.1
192.168.10.10 //not in the dhcp pool

Router(config)#ip dhcp excluded-address 192.168.10.248
192.168.10.254 //not in the dhcp pool
Router(config)#exit



EXPERIMENT 10
Aim: Understanding the Shortest Path algorithm through NetSIM

Theory

The router is one of the main devices used in a wide area network. The main task of the router is routing. It forms
the routing table and delivers the packets depending upon the routes in the table — either directly or via an
intermediate device (perhaps another router).

Link state algorithm is a method used to find the shortest path between a source router and a destination router based
on the distance and route the packets through that route.

Algorithm
1. Start with the router: the root of the tree

2. Assign a cost of 0 to this router and make it the first permanent router.
3. Examine each neighbour router of the router that was the last permanent router.
4. Assign a cumulative cost to each router and make it temporary.

5. Among the list of temporary routers

a. Find the router with the smallest cumulative cost and make it permanent.
b. If a router can be reached from more than one direction

6. Repeat steps 3 to 5 until every router becomes permanent.

Procedure

To begin with the experiment, open NetSim.

Open Programming Exercise by clicking on the link below the Lab Exercise and select Shortest Path. In shortest
path select Link State Routing algorithm. The scenario will be obtained as shown below. Follow the steps.
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Here, Router 2 is taken as the source and Router 4 as the destination. The paths are connected with input as the
distance. The figure indicated in green line shows the shortest path.
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